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Abstract

Information security workforce development is an important
strategic component in the establishment and implementation
of a country’s cyber-security strategy to deal with cyber
threats. This paper analyses the information security
workforce status, workforce development strategy and
program, security awareness of the private sector, and so
forth, in the US, EU, UK, and Japan. Most countries diagnose
themselves as lacking in information security workforce, and
are developing skilled workforce through diverse direct and
indirect support programs. Foreseeing the situation where IoT
becomes universal, it will become necessary create a stable
employment structure and expand employment opportunities
by raising the security awareness of the whole society.

Keywords: Information Security Workforce, Internet of
Things, cyber-security strategy

1. Introduction

With ICT development, the amount of information being
distributed in cyber-space is increasing daily, and
socioeconomic activities are also being linked in offline and
online space, ushering in the hyper-connected age. And while
objects are being connected through the Internet to provide
more convenient services, we are more exposed to danger
than before as danger in the cyber-space is now transmitted to
the real world.

The economic loss due to cyber threats has already overtaken
loss due natural disasters, and cyber security issues such as
APT (Advanced Persistent Threats) to government and public
organizations’ key facilities have become important
challenges in national risk management. In this context,
countries of the world are establishing mid to long term cyber
security strategies. These security strategies contain skilled
workforce development at the national level for effective
response to security threats. Workforce development strategy
has become a separate component in its own right as the
demand for skilled experts rapidly grows with increases in
cyber threats.

In the case of Korea, the ‘K-ICT Security Development
Strategy’ was announced this year in May, that set forth
systematic policy directions to ensure competitiveness of the
information security workforce. In particular, the announced
strategy established a process of creating skilled workforce by
early identification of superior security human resources and

ensuring a continuous career path. As a matter of fact, the size
of workforce in the information security industry is smaller
than that of physical security industry, and has been surveyed
[1] to be 10,421 or 28.7% of the total security workforce of
36,258 (Dec. 2013). Also, the workforce is mostly comprised
of low level workers, and there is a shortage of highly skilled
experts.

In this paper, target countries for analysis are US, EU, UK,
and Japan, with analysis done on information security
workforce status, workforce development strategy and
program, and security awareness of the private sector. The
results provides policy implications when formulating or
revising/supplementing cyber security strategies with expert
workforce development component in the future.

2. Analysis of US information
development system and status

2-1. The state of information
employment

The security professional workforce of the Americas
including North America, and Latin America and the
Caribbean region is increasing every year. As of 2015, about
167 thousand people are working in the information security
related jobs, and with an annual growth rate of 11.2%, by
2019 that number is expected to exceed 2.5 million [2].

security workforce

security workforce

TABLE.1. Security Professional Workforce by Americas

Year 2014/2015)2016/2017[2018]2019]CAGR]

Number of Person(1,4951,673(1,8672,081[2,308 2,546/11.2%

(thousands)

As a sign of the increasing expertise required in the
information security industry, the workforce statistics from
the US Department of Labor has a separate classification for
Information Security Analysts, and as of May 2015, 80,180
people are under employment [3].

In a survey of 14,000 information security professionals in the
US, 62.2% of respondents answered that “the information
security manpower is lacking in their current organization,”
and in particular, the industries with the most serious
manpower deficiency were medical service, education,
wholesale and retail trade, and manufacturing [2].
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2-2. Government policies

Realizing the lack of information security workforce the US
government in August 2011 announced the National Initiative
for Cyber Security Education (NICE) as a ‘Cyber Security
Skilled Workforce Development Strategy’ in order to increase
f:yber security awareness of all its citizens and to develop
information security workforce. NICE consisted of a
framework that classified information security professionals

needed by government agencies and private sector into 7 work
processes and 31 areas [4].

TABLE.2. The categories of cybersecurity work

Securely Specialty areas concerned with

Provision conceptualizing, designing, and building
secure IT systems.

Operate  and|Specialty areas responsible for providing thej

Maintain support, administration, and maintenance

necessary to ensure effective and efficient IT)
system performance and security.
Protect and|Specialty areas responsible for identifying,

Defend analyzing, and mitigating threats to IT
systems.
Investigate Specialty areas responsible for the

investigation of cyber events or crimes whichi
occur within IT Systems and networks.
Collect and|Specialty areas responsible for the highly

Operate specialized and largely classified collection
of cybersecurity information that may be
used to develop intelligence.

Analyze Specialty area responsible for highly,

specialized and largely classified review and
evaluation of incoming  cybersecurity
information.

Oversight andSpecialty areas that provide critical support,
Development [so others may conduct their cybersecurity|
work.

The implementation methods for workforce development
consist of largely two methods. The first is direct provision of
education programs. The National Security Agency’s (NSA)
National Information Assurance Education and Training
Program (NIETP) launched in September 2011, and is being
implemented through a variety of organizations including the
Advanced Cyber Security Center, which is a public-private
collaboration of state governments, 16 private companies, and
5 universities including MIT, and the Graduate School USA,
which is in charge of training federal government officials.
The second method involves scholarships and research grants.
The Department of Homeland Security’s Homeland Security
for Excellence, the National Science Foundation’s Federal
Cyber Service: Scholarship for Service are prominent cases.
In addition, the Cyber Challenge program is being
implemented to cultivate highly skilled workers. It is a contest
of sorts that has the goal of supporting job-seeking activities
targeting government agencies, universities, or private
companies by finding talented information security workers
and providing expert training. USA also runs many
information security related certification programs in order to

distinguish professional workforce, and emphasizes the need
for continuous education and training of its professional
wo.rk.force by making it mandatory to complete regular
training courses to maintain their certifications.

2-3. Security awareness of enterprises

Acgording to a global survey conducted by Carnegie Mellon
University’s CyLab [6], the CEOs in North America including
the US think cyber risk management is very important, with a
higher level of interest in information security than the
European region. These CEOs regard IT risk and enterprise
risk as separate issues. In this context, the National Institute of
Standards and Technology in July 2014, made public their
Cyber Security Framework, allowing CEOs to assess the
performance of their companies’ cyber security investments
[7]. It is expected that the Framework will lead to changes in
the way CEOs think about risk management.

3. Analysis of EU’s information security workforce
development systems and status
3-1. The state of information
employment

The total information security workforce of EMEA (EU,
Middle-east, Africa) as of 2014 is around one million, and is
expected to exceed 1.6 million by 2019 with an annual growth
rate of 10% [2]. In spite of this, the demand for information
security professional in the EU region is forecasted to exceed
the supply leading to a serious shortage situation [8].

security workforce

TABLE.3. Security Professional Workforce by EMEA

Year 2014{2015]2016(2017|2018]2019|CAGR|

Number of Person| 995 {1,108/1,230{1,363{1,502/1,646/10.6%

(thousands)

3-2. Government policies

EU’s information security workforce development program is
being implemented based on the ‘Cyber Security Strategy of
the European Union’ announced in February 2013. Each
member of EU have adopted the workforce development
framework and are carrying out school education, job training,
higher education, and education for the general public. As for
programs to develop highly talented information security
workers, one of the more prominent one is the ‘Erasmus
(European Region Action Scheme for the Mobility of
University Students)’, which is an exchange program between
university students in Europe including non-EU countries. 2.5
million Students have been given support by the program
since 1987, and of the programs the ‘Erasmus-Mundus’ has
been running from 2004 with many courses for information
security. From January 2014, it was merged with another
program and changed into a new program named ‘Erasmus+’,
and will be operated for 7 years from 2014 to 2020 with an
investment of 14.7 billion euro and with the goal of
supporting 5 million students.
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3-3. Security awareness of the enterprises _
According to a survey conducted on 15 thousand private
sector businesses in 27 EU member countries (as of Feb.
2011), 27% of surveyed businesses had adopted their own
company information security policy and were cpnducthg
regular inspections. In particular, over 40% of bt}smesses. in
Sweden, Norway, and Denmark had their own information
security policies indicating a high level of security awareness
in Northern European countries.

In contrast the global survey conducted by Carnegie Mellon
University’s CyLab showed that only 19% European CEOs
expressed interest in information security, while around 40%
of CEOs in North America and Asia expressed interest in
information security indicating a comparatively low interest
level. However in terms of appointing information security
specific personnel such as CISOs and CSOs, European
companies displayed comparatively higher percentages.

TABLE4. Organizations with Privacy & Security
Personnel

Percentage of companies North alEurope Asidl
Americ

CISO(Chief  Information  Securityl 58% | 72% [52%

Officer)

CSO(Chief Security Officer) 47% | 63% [38%

4. Analysis of UK’s information security workforce
development systems and status

4-1. The state of information security workforce
employment

According to UK government, UK’s ICT related workforce
continues to increase annually, but the cyber security
professional workforce is not growing fast enough t deal with
the rapid growth of the Internet [11]. UK government pointed
out that the lack of information security workforce has
become a hindrance to growth of the Internet economy, and in
particular not only information security technicians but also
psychiatrists, law enforcers, enterprise strategy personnel, risk
managers, and so forth are also critical workforce for the
cyber security industry.

4-2. Government policies

The UK Cyber Security Strategy Protecting and Promoting
the UK in a Digital World announced by the UK government
in 2011 emphasizes the need for developing information
security workforce [12]. This strategy envisions the
realization of a vision of a safe cyber space within which
economic and social values can be created, and set forth 4
goals and 57 actions including reducing cyber-crimes,
creating safe cyber space, strengthening the ability to recover
from cyber-attacks, protecting rights in the cyber space,
realizing an open, dynamic, and reliable cyber space,
developing cyber security knowledge, technology and
capacity, and etc...

In the UK, government organizations such as the Office of
Cyber Security and Information Assurance (OCSIA) and the
Department for Business, Innovation and Skills (BIS) are
tasked with developing information security workforce and

job training. Programs for employment preparatiog are
operated mainly by Universities. Information security is
included in computer science curriculum from sophomore
grade and is required for bachelor, masters.and doc?o‘rate
degrees, thus ensuring continuous professional training.
Education for people who already have IT related \y(?rk
experiences are provided by programs outside of uniyer§1t1es
through such organizations as the Communications-
Electronics Security Group (CESG), which is a part of the
Government Communications Headquarters (GCHQ).

In the past, the private sector had been given charge of
business capacity evaluation and qualifications, which
resulted in many organizations in a variety of areas setting
independent evaluation criteria and issuing certifications. This
led to a situation of indiscriminate and excessive issuance of
certifications, and from 1986, a unified business certification
institution led by the government has been in operation. In the
case of UK, of note is the many education programs run by a
joint effort between public sector, industry and academia.
Recently, the development of security professional workforce
is being driven even more aggressively through a method
where large enterprises and the government jointly develop
training programs in the cyber security area with the majority
of the budget being covered by the private enterprises.

4-3. Security awareness of the enterprises

According to the 2014 Information Security Breaches Survey
targeting UK’s private businesses conducted by BIS, 81% of
large companies have been the target of malicious attacks, and
66% have experienced serious intrusion incidents. In the case
of SMEs, 60% have had malicious attacks, and 50% have had
serious intrusion incidents. Also, in the awareness survey of
CEOs, the CEOs responded that a lot of efforts are being
expended into information security reflecting the social
atmosphere where 90% of companies that have had
information leaks have been threatened with bankruptcy.

S. Analysis of Japan’s information security workforce
development systems and status
S-1. The state of information
employment

Currently in Japan, the number of technicians working in
information security is around 265 thousand with a shortage
of around 80 thousand. In additions of the 265 thousand, 105
thousand have the necessary skills and the rest of the 160
thousand are in need of education or training [13]. According
to the “2014 Enterprise Information Security Status Survey”
conducted by NRI Secure Technologies, 82.9% of companies
felt that there was a shortage of manpower, and for the past 3
years an average of 83.7% felt there was a shortage of
manpower. The reason for feeling that there was a shortage of
security workforce was mainly due to lack of capacity of
security personnel within the company (55.4%) and increase
in related work (49.2%) [14]. This indicates that even though
there are security personnel in the company, due to the

security workforce

* security field being expanded, the personnel or team in charge

of security is not able to acquire the necessary skills or
capacity to cover all security related work.
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5-2. Government policies

Japan has established and implemented the “Information
Security Skilled Workforce Cultivation Program”, which was
reviewed by the Information Security Policy Council for 3
years from July 2011 to 2013 with respect to mid-to-long term
information security related professional  workforce
development. Additionally, on May 2012, information
security workforce development initiatives for enterprises and
government organizations were announced [15]. Later, on
June 2013, a new information security strategy, the “Cyber
Security Strategy” was announced, which focused on
strengthening the capacity for defending cyber space and
against attacks to cyber space. It also set forth programs to
strengthen the security professional workforce. On May 2014,
the Information Security Policy Council announced the “New
Information Security Workforce Cultivation Program”, in
accordance with the cyber security strategy policy directions.
The program’s basic goals is to create a virtuous cycle
framework of workforce demand and supply by 2016 that will
increase the information security level. To achieve this, the
program aims to raise the awareness of CEOs in the demand
aspect and bring about quantity and quality improvements of
the workforce in the supply aspect.

Japan’s information security skilled workforce development
program is being implemented in a variety ways. The Security
Camp is a program provides intensive training camps for a set
amount of period to selected trainees every year, and aims to
develop youths 22 years and younger into highly skilled
security professionals. SECCON is a nation-wide hacking
defense contest held since 2012. In addition as part of a
enterprise-academia joint workforce development program,
the “Research and Practical Work Convergence High Level
Information Security Workforce Development Program (ISS
Square)” is being run targeting masters course students in
graduate schools [16). The Japanese Government also
implements programs for utilizing professional workforce
such as operating a 90 manpower sized cyber defense group
as part of their cyber security strategy.

5-3. Security awareness of the enterprises

While Japanese companies’ management feel the need for
information security measures, it cannot be said to be
aggressively pursued as a management strategy [15]. The
situation is similar in information security investments as even
though 60% of companies are aware of the lack of investment,
they do not have any detailed plans for the future [16). This
indicates that the majority of enterprise CEOs are not able to
put a detailed plan action with a clear awareness of business
risks associated with information security.

6. Conclusion

This paper analyzed the policies of US, EU, UK and Japan
with respect to information security workforce development.
Examination of the status of information security workforce
of each country revealed that most of the countries are
forecasting a shortage of information security professional
workforce. This can be interpreted in two ways. First, the
demand for information security or professionals is rapidly
growing in conjunction with the fast paced advances in ICT.

Second, despite the importance security personnel, in reality,
employment and supply of highly skilled workforce required
by enterprises are unstable.

Policies in each country for developing information security
workforce are being implemented in a variety of ways. Of
special note is that while the majority of countries focus on
job training and supporting related university courses linked
with research and development, UK is more aggressive in
utilizing industry academia joint programs. Considering future
changes in ICT environment, it is recommended to actively
review introducing education programs in elementary and
middle school curriculums.

Security awareness in the private sector is highest among the
North America region with the US being dominant, but it is
still not enough. This is due to the fact that investment in
information security is still largely viewed as cost.

Nowadays, the hyper-connected IoT environment is leading
changes in the information society, and this in turn is expected
to lead to information security taking a more important
position. Currently individual policies and programs for
information security workforce development are being
implemented by each country. In the future information
security will no longer be a regional issue but become an
global issue, and it will become necessary to examine interest
cross-country cooperation and joint programs.
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