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Policy Development Division Director,Korea Information Security Agency, (Kyoungsik @kisa.or.kr)

Abstract

It is a very difficult task to measure the information security level, because the information security
area continues to expand, making it difficult to define its concept, and also because it is difficult to
select the information security index involving multi-dimensional factors, time series statistical data are
lacking, and there is the problem of having to integrating different information security indices into a
single index. Nonetheless, the most appropriate methodology of measuring the information security
level metrically is to put it into an index. This makes it easy for policy makers or parties related to
information security to determine the information security level goals from comprehensive perspectives
and evaluate the outcome of implementing the policy.

This research aims to present a comprehensive information security index model aimed at calculating
the index which can be used as the basic data for formulating and evaluating the information security
policy, as well as to calculate the index.

As a result of calculating the index, the information security level, in the time series of 2002 to 2005,
increased by 5.8% yearly. But, the information dysfunction level continued to decline except 2003
which experienced a massive Intemet debacle on January 25. In particular, since the information
security level is increasing, and the information dysfunction level is declining, it is deemed that the
information security policy is effectively working.

Key word: information security, index

[ . Introduction
In the late 20th century, globalization and informationization have greatly influenced our economy,
society, culture and environment, and are expected to continue to drive changes. ! Advanced nations

including the US, in particular, have continued to endeavor to structure the so-called knowledge-based
economy by which people develop economy through the production, distribution and utilization of
knowledge.

Meanwhile, Korea's IT paradigms are shifting from e-Korea focusing on informationization
expansion to u-Korea emphasizing mobility and convenience. Also, numerous information-related
international indices have proved that Korea's information level is ranked in the top category in the

! Thetetminfotmaﬁmwasﬁ*st;sedhﬂmfamofﬁﬂmmﬁmﬁmﬁmsodewbylapm&selmdwsmmehte1960.



world. For instance, Korea is ranked first in the world in terms of the broadband Internet penetfation
rate per 100 people (OECD, 2005). Meanwhile, Korea's information society index was ranked in the
20th range up until 1999, in 2000 entered the 10th range, and grew fast to be ranked the third in 2005
after Sweden and the US (National Computerization Agency, White Paper on National
Informationization, 2005).

However, despite this prominent information society index, worm viruses, spam mails, and Phishing
or financial frauds are threatening the safety of our IT environment. Also, private information leakages,
privacy infringement and other diverse information pathological phenomena, namely, dysfunctions, are
spawning social problems. To ensure information security and cope with information dysfunctions in
various social sectors, the government has formulated comprehensive information security measures
and are pushing for them. gl'o effectively push for information security policies, the nation has first to
establish a system of evaluating its information security levels according to the objective criteria. Such
criteria make it possible to effectively analyze a nation's information security level and identify diverse
information security phenomena from various perspectives. Also, such criteria measure and analyze
information security levels, thereby allowing ex ante and ex post evaluation of policies, among others.

UN, OECD, ITU and other intemational organizations regularly announce information society indices for
their respective member nations to utilize in establishing and evaluating information policies. Information
society indices are utilized as important data for individual nations to evaluate their information policy
performances and select future related projects. Meanwhile, as for the information security, there have not yet
been intemnationally agreed-upon accurate criteria for measuring information security, making it impossible to -
measure information security levels objectively and compare them between nations. Currently, OECD
(Communication Outlook) uses the number of security servers as an information security index, and
IMD has since 2004 announced national rankings in terms of corporations' information security levels
as an information security index. However, these indices are lacking in explaining the whole
information security level 2

This research presents metrical index measurement models as a methodology of evaluating
information security levels. Such indices are a very useful tool in determining policies by analyzing
social phenomena, together with various statistical figures. Information security index-related research
in Korea was conducted by Kim Jeong-deok (1998), Koh Il-seok (2002), Oh Jeong-hun (2004), Jung
Gyeong-ho (2004), etc. These researches mostly focused only on how to analyze information security
levels in what frameworks, but did not present models designed to measure metrical levels. Also, there
are similar research achievements such as Shin Yeong-jin's research (2003) on comparing information
security policies between nations, and Lee Jong-hwa's research (2005) on the government's role in
ensuring information security. *

This research aims to present comprehensive index models for evaluating national information

h'xfotmahmwcmtylschﬁmmtodeﬁnemawm'd.'Ih:sBbecalse1tisaoombinaﬁonofﬁ1eomceptofinfmmaﬁonandﬁxeconoeptof
seanity.Also,ﬂlreatstoﬂwseaﬁtyacﬁvﬂisshoddbedeﬁned.hfmnaﬁonseanityisdeﬁnedasfoﬂows.Itistoptdecth'tfmmﬁm
assets from diverse dangers and threats, mdnmmnmnmlﬁmcﬁmsadsuatmhtamofcmﬁdmﬁaﬁty.integtity.andavaﬂabi]ity.by
enham:imﬂxereliabﬂiWof&ﬁm@SystmsoriﬁmmﬁmmﬂmmMmsofﬁﬁomaﬁmsys@smlseinforrmﬁonsystans
safely. (ntroduction to Infoarmation Security, 2000)
3 . . .
Also.msKammdebamlmmZDBbemwkmgwgalwwﬁﬁsJap&mewmtmmtmdwdmuﬂex' models designed

to measwure and compare information security levels between nations,

4 ﬂwemnmdmsmﬂemahﬁsofﬁﬁanmﬁmsecmiwmewmnﬁclogimmdnnddsmdodierﬁleories. such as Gardon and
Loet(2002), Cavusogiu, Mishra and Raghunathan(2002).



§ecudty levels in order to calculate indices which can be used in establishing and evaluating national
information security policies, as well as to use statistics and calculate indices.

II. Methodologies for Measurement of Information Security Levels

1. Concept of Information Security Index

It is very difficult to measure a nation's information security level, and there have not been desirable
research achievements in this regard. The reason for such difficulty is because, with the area of
information security continuing to expand, its concept is difficult to define, it is difficult to select
information security indices encompassing multidimensional attributes, there is a lack of time series
statistical data, and there is the problem of integrating different information security indices.
Nonetheless, the most suitable methodology of measuring information security levels metrically is to
express them in terms of indices. These indices make it easy for policy makers or information security
stakeholders to determine information security level goals from comprehensive perspectives and
evaluate the results of performance.

Normally, an index is a method to express a certain social phenomenon metrically or numerically. As
such, it is produced in order to induce the representativeness of certain social phenomena, make
comparison between nations, between regions or between organizations, induce policy significance, or
provide raw data to follow-up research by creating indicators and conducting metrical analysis.
Generally, the use of indices and indicators is mixed. Indicators are variables useful for measuring
changes, and are considered a public statistical norm that provides a simple, inclusive and balanced
judgment to conditions of and changes in systems.” Such indicators can be classified diversely
according to their expression forms. Carley(1981) classified indicators into information indicators,
predictive indicators, problem oriented indicators, and program evaluation indicators. SAlso, by general
usage, indicators are also categorized as social indicators, policy indicators, economic indicators, etc.
Indicators, according to their expressed forms, are grouped into economic indicators and non-economic
indicators, performance indicators and structure indicators, input indicators and output indicators, flow
indicators and stock indicators, positive (plus) indicators and negative (minus) indicators, and objective

5 Land, Kermeth C., * Theories, Models and Indicators of Social Change” , lnternational Social Science Journal Val27 Na.1, 1975, pp.7-8.

6 Carley, Michael, Social Measurement and Social Indicators, London: George Allen and Unwin, Ltd, 1981.



indicators and subjective indicators.”

Meanwhile, indices are an expression of such diverse indicators into a single value. Thus,
information security indices can be used in determining the status of a nation's information security.
This research, in an effort to distinguish it from detailed indicators in each sector, defines as an index a
single value that determines the security level of the whole nation or each sector.

Indices should play double roles as policy data. First, they should play a descriptive role of fully
reflecting the reality that they intend to measure. Second, they should play a normative or policy
oriented role of what part of complicated multi-faceted reality they should measure to help make better
policy decisions and implement them. Likewise, desirable indices should not only well reflect the target
reality, but also have policy implications for leading to better policy decision making.

Types of indictors of which indices consist can be categorized according to their attributes. First,
according to the degree of the possibility of metering indices, they are grouped into qualitative
indicators and quantitative indicators. Also, they are categorized as static indicators and dynamic
indicators according to their relations with time. In the past, quantitative indicators and static indicators
prevailed, but recently, qualitative indicators and dynamic indicators are considered important.
Likewise, indicators can vary widely according to purposes of developing indices or the definition of
the concept of targets to be measured.

The information security index® is a figure to express the characteristics of a particular group's
information security the most succinctly and clearly, and can be employed very usefully in determining
information security policies together, with various statistical data. However, in fact the information
security index has the following limitations due to problems surrounding its calculation methods and
data collection. First, it is difficult to ensure the establishment of a unified concept of information
security phenomena. Second, it is difficult to select appropriate components that represent information
security phenomena. In particular, there is a lack of criteria for applying differentiated levels of
importance to selected components, making it difficult to ensure an appropriate integration of such
components for producing the index. Third, there is an absolute lack of statistical data, and the
reliability of surveyed statistical data is problematic.

Also, requirements for developing ideal information security indices are as follows. First, the index

@Eoomrmcxndmtmstmﬁwmsamessedmtmmdmlmc&gnm-mmﬁcthﬂi@tmsmtwesedhmof
currencies

@Pefmmneirdim:ors:iﬂimstonmswepafmnmmﬂtsmu:tmeimﬁcatas:mdieamttminﬂxmcemepmdmﬁmof
results

®h1pmhdimtms:hcﬁmmstonmsmeimmfacmxsofﬁxesystemompmirxﬁwors:hdicatusmatwmnmemmfactorsof&ne
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@Flowincﬁwors!hdimsidmﬁﬁeddwhgaoaﬁnpexiodofﬁnw.stod:&xﬁmsthﬂwmsataoexﬁnpoﬁﬁofﬁm
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increase is seen as lowering certain status
@Gajecﬁveimﬁmtms:hﬁcatorsﬂmu%uevmiomadmlsodalcomﬁﬁmsubjectivehtﬁmtumﬁndkztorsﬂ‘:atm&swemesm.sof
(NCA, Development and Research of Comprehensive National Information Index Models, 2004)

8 This research refers to NIS! as information secuity index.



should reflect the scope and purpose of information security. Likewise, it should involve diversity to be
able to express the interest and phenomena of various information security-related parties (users,
information security industry, general organizations, nations, etc.). Second, it should objectively and
accurately reflect and measure the level of information security. Third, it should be equipped with
timeliness to appropriately reflect changes in information security. In addition, it should consider
systematic methods to be able to offer forecasts.

2. Methods of Measuring Information Security Index

The simplest method of calculating an information security index is a simple summing method; with
an assumption that all components and indicators have an equal importance, it is to calculate an
arithmetic mean of indices individually calculated regarding the components. Such representative
indices are WEF(World Economic Forum)'s networked readiness index and Swiss IMD's national
competitiveness index.’ This method, from the viewpoint of integration of components, does not
consider each component's contribution, and if basic indicators have an increasing number of
measurement components, such related measurement components will have relatively low weighted
value, thereby having problems.

This shortcoming can be resolved to a certain degree by using the factor analysis (FC) method that
provides relative weighted value. The FC is a statistical method to explain the correlation between
many variables by hidden shared factors. As such, the FC is to obtain a common variation from
correlations between numerous variables, define the duplication of measured values, extract several
basic hypothetical variants, namely, factors, and redefine the correlation between numerous variables by
the correlation between several factors. However, due to its characteristics, the factor analysis method
also gives a high weighted value to an array of highly correlated variables, and a low weighted value to
low-correlation variables. '® Likewise, since, of variables that influence information security,
low-correlation variables have too low weighted value, such variables' influence upon the evaluation of
national information security levels may be distorted.

Meanwhile, there is a method of assigning weighted value by letting experts in related areas assess the
relative importance of components. This method is categorized into two groups. First, the delphi
technique is to assign a different weighted value to each item and indicator according to the agreement
among the group of experts. Second, the analytic hierarchy process (AHP) is to let individual experts
assess }he relative importance of each component and indicator, gather the results and assign weighted
value.

9 eregardtobomMciladveanquaﬁtaﬁvedataWEFusesnemandsmndm-ddeviaﬁmmdomvensdmemimostamhrdm.

asignsoneﬁixﬂwa’dﬂedvalwtosrnalloanponeﬂs.mdagainme-ﬁﬁrdweighedvalwtolmxeoonmems.mdcmesmvﬁﬂxme
final indicator, The IMD assigns two-thirds weighted value to quantitative data and one~third weighted value to suveyed data, and the
same weighed value to detailed indicatars.

10 'Ihwefeedbadcsmfouﬂhmmtmsrdﬁmwnaﬁmwmmﬁmhdmsmhwmsmw(w%)mﬂﬁe@mm

(19%9).

11 s Mobile/Internet index assigns 50% weighted value to the infrastructure, and 25% weighted value to types of usage and market
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The delphi technique is to let a group of experts work together and share their rwpecfive. views,
thereby maximizing such advantages. As such, this methodology is to conduct logical, ob_;ectw? anfi
systematic analysis, get feedbacks several times, and %ather opinions of experts, thereby making it
useful in ensuring more systematic and objective results.

The greatest advantage of the AHP is to stratify complicated problems, segment it into major factors
and detailed factors, compare these factors, and thus induce important points. The AHP can analyze and
resolve the whole decision making process by process to boost the objectivity of decision making, as
well as verify the consistency of weighted values resulting from the comparison and bolster the
robustness of decision making. The advantage of this technique is to analyze, decompose and organize
problems using an approach similar to humans' system of thinking, and to use models, systematically
put rtil3ative importance or preference into a ratio scale, and thus produce results in the quantitative
form.

II. Models and Measurement Indicators of Information Security Index

1. Information Security Index

Kim Jeong-deok's (1998) and others' research results use the U.S. Department of Defense-formulated
TCSEC (Trust Computer System Evaluation Criteria), and BS7799 and other information security class
certifications of the UK. Department of Commerce and Trade, as information security indices. These
indices target government agencies or corporations, making them inappropriate as indicators for
measuring national information security levels. Thus, this research attempts to present models of
information security indicators that show Korea's information security levels accurately and easily and
simultaneously and can be compared objectively with those of numerous nations.

Such models should include the assessment of information security infrastructures for individuals,
corporations and others, and security activities including information security environments
consisting of information security budgets and manpower, thereby comprehensively considering threats
to information security levels and protective activities, and other information dysfunctions, and
encompassing the measurement at the level of the nation's various components such as the government,
individuals, and corporations. Shown in [Figure 1] is the framework of evaluating the national
information security levels.

The selection of detailed indicators of which the national information security index consists involves
the following process. First, to induce detailed indicators of which the information security index
consists, existing references were surveyed, the domestic and overseas reality surrounding information

for acceptance level of consumers and corparations, 15% legal and policy environment, 15% far social and cultural infrastructures, and
5% for the supported e-service.

IR evahated corporations' information levels, and KIMI evaluated small and mediumn fims' information levels, by using Saaty(1980)'s
AHPandam’gningweightedvaluewmmmmdiﬂmﬂmehsﬂm&smeymmmsmbﬁmwdgmedvdwoitaia
in order to reflect changes in relative importance by area in conjunction with the fast IT development and mature informatization stage.

12" The term, delptt, was invented by philasopher Kapln at US RAND research instinde.

13 The AHP was first developed by Saaty(1980)in the early 1980, This method is widely used in diverse aress, and is exnployed mainly in

determining the decision maling priority in evaluating, selecting and forecasting indices,



security was analyzed, and thus all subsequently possible indicators were put together.'* Thereafter, the

results were reviewed by the research group and the group of experts, and detailed indicators deemed as
the most representative were induced.’

[Figure 1] Framework of National Information Security Index

Review results led to the composition of detailed indicators which can be metered and are statistically
significant. Second, in order to enable the comparison between nations in selecting indicator
components, the analysis was limited to intemationally verified obtainable statistical data (hard data).
Components that could represent information security but whose comparable statistical data could not
be obtained were in principle excluded from the selection of indicator components. In the event that
particular factors were considered inevitable in evaluating the related nation's information security level,
they were additionally included in the evaluation of that nation. However, when comparing nations,
such evaluation indicators were excluded, creating the model to ensure an objective comparison
between nations.'® .

Indicators to compare information security levels between nations should ensure relevance and
reliability given their characteristics. The said relevance means that results of evaluation using the
national information index presented herein should transparently and subjectively reflect the related
nation's information security level, and thereby should befit the purpose of the national information
security index. The said reliability means that indicator components of which the national information
.security index consists should always produce reasonable and same results whenever, wherever and by
whomever they are measured, and they are publicly accredited indices that are universal factors that can
be accepted by all related parties. Given that the existing information security indices are lacking in
reliability due to their controversial representativeness and lack of reliability arising from statistical

14 T develop the indices, the research referred to NCA's national information security index-related data, and overseas data such as
Information Society Technologies(2003), CSUFBI(2003), and RAND(2003) in the informatization area.

15 This research was the project of KISA's poficy development group conducted since 2004, and selected measurable indices after 15
experts in information security held meetings for review.

16 The reason why this research model determined some ten indicators is because, as seen in existing researches into information

secuity indices, too many detailed indicator items make it difficult to gather appropriate related statistical data. Meanwhile, since a too
small number of detalled indicator items weaken the explanatory power of indices, the index was made to consist of 10 representative

indicators.



quality difference between nations, this intends to prevent the repetition of controversies regarding
information security indices. [Table 1] shows the classification of the final information security index
and its detailed indicators. Statistical data used for detailed indicators in [Table 1] were based on the
survey of information security by Korea Information Security Agency and from the collection of
information statistics by NCA. And, the penetration rate of security servers was based on OECD's
Communication Qutlook.

As for the characteristics of each index, the information security base index indicates the level of
structuring systems and information security activities by individuals and corporations to protect
information. The information security base index indicates the level of direct information security
activities. The information security environmental index consists of the people's awareness level of
information security, the level of securing specialized manpower for information security activities, and
the positivity towards the research and development of information security. The information security
environmental index indicates an indirect information security level. The information dysfunction index
concems results of vulnerability of information security due to lack of the infrastructure and
environment. It indicates system attack levels, data attack levels, and spam mail receip levels.
Likewise, the higher the information dysfunction index is, the lower information security activities are.
Thus, the information dysfunction index is in a negative relation with information security levels.

‘,‘, [Table 1] Oompo;iﬁon of Information Security Index and Its Indicators
s Vaccine penetration rate
Patch penetration rate
{Information security| PKI penetration rate
infrastructure Firewall penetration rate
IDS penetration rate
Security server penetration rate
Information security-related budget ratio
Information security . R .
environment Information security manpower ratio
People's security awareness ratio
Hacking and virus report ratio
Information . s e . .
dysfunction Private information intrusion report ratio
Spam mail receipt ratio

Researches into the development of information security indices produced many arguments regarding
so called efforts towards information security, namely, functions and dysfunctions of information
security. Jung Gyeong-ho (2004) defines trade-off effects between functions and dysfunctions and uses
a methodology to measure the difference between the two.!” It is not proper to consider dysfunction as
the opposite concept of the information security function. This is because dysfunctions have the

N | here, TE indicates the function of information security, and N dysfunction.



following several aspects. They are the dysfunction created when functions of information security do
not work, information damage sustained in the process of informationization apart from functions - like
air and other public pollutions - and inevitable occurrences of incidents. Thus, this research measured
information security levels in terms of functions and dysfunctions, and evaluated the validity of effects
of information security policies through the movement of the two indices.

2. Analysis of Information Security by Indicator

1) Measurement of Information Security Base Levels

The information security infrastructure criteria measure the degree of efforts towards information
security, such as vaccine penetration rate, patch penetration rate, and PKI penetration rate.'® The PKI
penetration indicator evaluates users' concern for security and their efforts to that end in conducting
economic activities through Internet. The PKI penetration rate is calculated by dividing the number of
issued public certifications by the total number of Internet users.'”

To measure corporations’ information security infrastructure levels, the firewall penetration rate, the
IDS penetration rate, and the security server penetration rate are measured.”’ As of June 2004, firms
that structured networks numbered 271,000, and the yearly firewall penetration rate included the
estimation of that of those small-sized firms whose employees numbered up to five (Statistics on
Informationization, 2005). In the case of small-sized firms with the number of employees at below 50,
it was assumed that, in consideration of their economic operation, they satisfied the required
information security level even through individuals' information security level even if no firewalls were
used. The firewall penetration rate used the average firewall usage rate of firms with the number of
employees at above 50, as a supplementary indicator. Also, the IDS penetration rate used the average
usage rate for firms with the number of employees at above 300.

The number of serviced security servers is one of representative statistical data that IMD, WEF,
OECD and other major international agencies use as an evaluation indicator in the information
infrastructure area. However, these agencies refer to the research agency Netcraft's survey statistics on
security servers, and since these figures are based only on the number of certifications issued by
Verisign, they have limitations of lacking statistical objectivity. This research seeks to define a security
server as the whole servers that provide a safe communication function between web servers and web
browsers, and to survey servers operated by using web security solutions of Verisign and other security
firms alike to use the results. Thus, based on the statistics of all Korean security servers including SSL
security servers,” the research intends to define the average number of security servers per 100,000

18 deepm@dimrdeﬂhennbadwasdvmdemgamﬁnnnbadhmﬂwasﬁ[ﬂ, patch penetration ratef{the number of

installed paiches/ the number of infemet users)* 100}, PKI paetaﬁm[(ﬂnwﬁdmsdnbboaﬁwﬁuslﬁamnbadhﬂrawasﬂoq
19 !ntheaseofPKl,imbrewgtedsmduﬁasﬁihnﬂbnmﬂyidﬁushmmmﬂemdmmmb
nations, other indicators should be considered.

20 Firewall penetration rate (the number of firms using firewalls / the number of firms)*100], IDS penetration rate [(the number of fims

using IDS/the number of frms)*100], security server penetration rate[(the number of security servers sold in Korea/ the
population)+100,000]

21" Song Sang-hun(2004), Survey of Use of Passwords, KISA.



people in OECD nations as the target level and use Korea's relative level as an indic:}tor. Likfawise, the
Korea's security server penetration rate was determined by calculating the number of its security servers
sold per 100,000 people, and then when the OECD's average number of 15 was set at 100%, Korea's
security server penetration rate was likewise converted into a corresponding rate.

2) Measurement of Information Security Environmental Levels?

The ratio of a nation's budget related to information security is crucial in enhancing its future
information security level. This not only produces the effect of bolstering the information security level,
led by the nation, but also creates ripple effects of triggering private investments and interest. The ratio
of the government's budget related to information security is defined as the ratio of the nation's
information security-related budget to its total information-related bud%et. Currently, the accurate
information security budget size of the information budget is not available™. Thus, it is estimated from
the White Paper on the Nation's Information Security. Here, the information security budget of the
information budget was assumed at 10%, and it was converted into a corresponding figure.

Manpower specializing in information security, together with heavy investment in and spread of
hardware and software aimed at ensuring information security, is human-ware aimed at utilizing,
maintaining and developing these tools. The ratio of such experts was defined by the ratio of
information security experts to the manpower engaged in the nation's information industry. According
to the 2005 Korea's statistics on the information security industry, employees engaged in the
information security industry numbered a total of 4,333. The ratio of the specialized information
security personnel to the total manpower of the information industry is now very small at 0.3%. Here,
the appropriate ratio of the specialized information security manpower to the total specialized
information manpower is assumed at 1%, and then related figures are calculated.

The people’s security awareness level can be a crucial measurement of the national information
security level. To evaluate it, the research surveyed the people's necessity for and awareness of
information security, and selected the ratio of the people who were aware of the necessity for
information security, as a security awareness level indicator.2*

3) Measurement of Information Security Dysfunction Levels %

22 P . . . . . .
A nation's information security-related budget ratio[(the nation's information security-related budget/the nation's information-related
budget*100], the ratio of specialized information security marpower[(information searity manpower/specialized information
manpower)*100], the people's security awareness level ratio [(5-paint scale is needed, or the number of respondents saying "very
much necessary” /the total mumber of respondents)*100]

23 ..
'IhsssomtmlytoKa’ea.btta!sotoﬂerS.Jmmdmaior&mpeanmﬁmsnﬁsisbecmseﬁxebtdgetforhfmﬁmsecmity.
givenitsnature.isnotdearb'disclosedintheinfmnaﬁonbudget.orrelatedagmdesdonotcﬁsdoseit

24 Available statistical data were surveyed for the first time in 2004

25 . . .
The ratio of hacking and virus reports [(ﬂmenmxberofrepomedhackhusamvix1ses/ﬂ1etotal?’(3pe:netmﬁmnwnber)*la)].ﬂ1eraﬁo

of private information intrusion reports [(ﬂtnmnberofmpmtedpﬁvateiﬁmnaﬁmmmsims/menmnhaofhtmwtmﬁlml the
spam mail receipt ratio [(thenwnberofspamrrm‘.lsxeceivedperaccmm/metotalnmmberofe-rmﬂsreeeivedperaccmm)'IOO]



Hackings a'nd viruses are representative information dysfunctions, and have a negative relationship

w@ the national information security level. The ratio of hacking and virus reports was defined as the
E'ag%a(;f; the hacking and virus reports to the total PC penetration number, and was selected as an
indicator.
] Inlrusiops on private information are also a representative information dysfunction in this age of
mformatlon. The ratio of private information intrusion reports was defined as the ratio of the number of
private information intrusions to the total number of Internet users, and was selected as an indicator.
Types of Korea's private information intrusions include 14 cases such as the collection of private
information without the agreement of concemed users, damage, intrusion, and leakage by the
collector of private information, and non-destruction of private information after it is collected or
provided thereby fulfilling the purpose.

Spam mails indicate commercial advertising messages that are sent by e-mail, phone, fax and other
electronic media for the purpose of business although the recipients do not want to receive them.
Generally, spam mails are indiscriminately sprayed to an unspecified multitude of people without the
agreement of the recipients, thereby consuming concerned users's much time and cost, and causing
unnecessary consumption of telecom resources and an increase in traffic for information
telecommunication service providers as well as other tangible and intangible damages.

IV. Measurement of National Information Security Levels

1. Tallying of Indices .
The national information security level evaluation index is shown as follows.
Information security level index: H=T+E
Dysfunction index: N ......cocooiiiiiiiiiiiiiiiiiiinn.. a

In the equation (1), H indicates information security level index, T information security base index, E
information security environmental index, and N information dysfunction index. Information security
base index and information security environmental index are function indices, and work positively for
informationization levels.

The national information security index is a total indicator that integrates indices at every stage as
shown in [Table 2]. This total indicator is classified as the first stage upper-category indices, namely,
information security level index and information dysfunction index. Likewise, the upper-category
indices are categorized as the second-stage middle-category indices, namely, information security base
index, information security environmental index, information dysfunction, etc. This is again
categorized as the third-stage low-category 12 detailed indicators such as the vaccine penetration rate,
patch penetration rate, and PKI penetration rate. Thus, the third-stage category detailed indicators
undergo the reflection of weighted value and adjustment factor, and are integrated into the second-stage
indices. Again, the second-stage indices are calculated in terms of the first-stage indices, and the
first-stage indices are calculated in terms of the national information security index as in the equation
(D).

T)'he information security level index (H), information security base index (T), information
environmental index (E), and information dysfunction index (N) are calculated as follows.

st. Wi +wﬁi=1,
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In the equations, the weighted value of each index by stage has the same value, and the sum of all
weightad values is 1. This research emploved the delphi technique, one of methods that can use experts’
experience and knowledge and calculate appropriste weighted value.

The adjustment factor is a factor designed to adjust the criteria of each index. For instance, it is a value
designed o adjust the amount base’s indices and the number of cases, and logarithm base's indices an
the same eriteria. There are normally two methods to establish such an adjussment facior. First, for the
eriteria such as the amount of cost and the number of cases to determine other indices' base, meetings of
a group of experts are held, and an appropriste adfustment factor is selected through the asreement of
the parties concemed. Second, an adjustment factor can be selected by simply using statistical
technigques and empirically standardizing the base,

Since the scope of measured figures may differ according to the attributes of individual indices, the
value of individual indices was made 10 be equal by the ratio scale so a8 1o make the influence of
individual indices upon the integrated index equal,
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2. Calculation of Indices
The establishment of detailed indices' weighted value is outlined as follows. The information security

base level has a total of six detailed components in three stages. Thus, the weighed value of the 3-stage
detailed components is set at 0.167 each.

T=wg,0 {1 +w 4,0 A2+ w 430 1303+ wyss 14+ w 450 A5 +w s K AE
6
i=1

W15 = the weighted value of the index in the t sector
%1§ Tthe detailed indicator in the t sector

4 = the adjustment factor in the t sector

Based on the above basic equation, the information security base index is calculated as follows. Here,
the adjustment factor is all 1.

6
T=Y,0.167 X,
i=1 '

The information security environmental level has a total of three 3-stage detailed components. Thus,
the weighted value of each of the 3-stage detailed items is set at 0.33 each.

E=w an 11811 +w al2|3 12812 +w 4135 13813-

3
= ,le"“ X B % ey

...................................................

15 = the weighed value of the indicator in the e sector
€3 = the detailed indicator in the e sector

B14 = the adjustment factor in the e sector

Based on the above basic equation, the information security base index is calculated as follows. Here,



the adjustment factor isall 1.

A
B=Y033xe,
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In the case of the information dysfunction kevel, the weighted value by detailed compenent is sct at
(.33, the same as that of the information security environmendtal level. Here, the adjustment factor is set
at 1({) only for the
privete information intrusion ratio,
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This process leads to the caleulation of “Ind-stage index valie = weighted valuexadjustment
factor=1-stape index's statistical value.” The process of integrating the second stape into the first stage
index considers only weighted value. Likewise, the sum of the weighted value of second-stage indices
by each component that belong to the first-stage index components is 1. Since “Information scourity
bevel index=information security base level+information security environmental level.” the information
security hase level, and information security environmental level each consider the 0.5 weighted value,
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Using these index equations, the information security index wes calculated from 2002 to 2008, [Table
3] shows the process of the calculation of the 2005 index. In 2005, the information security base level
was calculated at 5939, and the information securily environmental level at 54 85; thus the 2003
information security level index came out as 57.1. The dysfunclion level was calculated at 11,09,

A, Analysis and Utilization of Caleulated Indices

Thiz research cakculated the national informmation secunity mdex for the period of 2002 to 2005 during
which time series data could be secured. [Figure 2] shows the vearly index caleulated for the period of
2002 1o 2005. The calculation of the vaccine penetration rate and patch penetration rate was based on
ithe 2004 survey resulis due o lack of related data

The national information security level can be considered in terms of both information security level
and information dysfunction level. The information security level increases by 5.8% yearly from 2002
o 20005, in terms of time serdes, while the information dysfunction level continues to fall except 2000
when it surged due to the January 25 massive Internet debacle. Given that the information security level
is increasing and the information dysfunction level is declining, it is deemed that the nation's
information security pelicy is effectively working.

[Figure 1] Mational Information Security Levels
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Policy achievements in the information security level and dysfunction level can be .='.|mlm1:d up as four
points s shown in [Table 4]. The table shows four areas of the policy level in consideration of the
relationship between the information security level and dysfinction level. ]

Based on these four arcas, [Figure 3] presents the criteria for evaluating the effect of the pﬂ!":!'r.' The
information security policy curve A indicates a desirable policy ;ﬁmr[c:n. providing the criteria for
assessing the significancy of the policy. Also, the information security p::llln::.r GUIVC Can move to B and
 according to results of policy execution; B produces the effect of nvestment for bu_::lstcrmg the
information security level while it increases the dysfunction due to new hacking technigues, worm
viruses, etc. Meanwhile, in fact the policy curve can hardly move to C, which il:ﬂi::m occasions when
the investment in the information security is decreased and the dysfunction declines.



Thus, in light of the results of calculating the information security index, the current information
security policy level stands at area II, where the information security level increases and the

dysfunction decreases, leading to an assessment that the information security policy is very effectively
working. As such, the information security index can be used effectively as a tool of evaluating the
information security level and policy achievements. However, this research could not sufficiently
measure the information security level of the e-government, in particular, due to lack of data regarding
the public sector.

[Figure 3] Assessment of Effects of the Policy
Dysfunction leve]
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V Conclusion

This research sought to more accurately measure the national information security level, convert it into an
index, and develop index models and indicator systems aimed at helping establish a rightful information
security policy direction and push for efficient informationization efforts. Indices and statistics, which are
numeric information of all social and natural phenomena, not only provide the basic data for knowing social
phenomena correctly, but also are inevitably necessary for establishing and maintaining the nation's system
framework, inducing the consensus of the society's members, and pursuing the subsequent consistent national
strategy.

Since indices provide important basic data for determining practical goals and policy direction, they
are useful in measuring the degree of information development according to the passage of time, and



helpful in determining strengths and weaknesses of a particular nation with regard to the related area.
More diverse relationships of influence can be determined by using indices comprising
multidimensional factors such as social and demographic features and purchasing power, instead of
using single-dimensional indicators. ’

The desirable national information security index, based on the role of an index, should first faithfully
nf:ﬂect the structure and content of the information society. Second, the NISI components should be
limited to the core and direct areas of information security, thereby enhancing its realistic
persuasiveness. Third, in order to have policy implications, the NISI should have explanatory power
regarding not only the resulting phenomena of information security but also information security factors
and their process. To that end, detailed indicator components should have a close relevancy to
information security factors, and should be able to measure the process of changes in these factors.

Indices have the limitation of having to express a large amount of information in terms of numbers.
Likewise, indices are useful in simplifying comparison, but since they involve methodological
assumptions to apply to all target nations for comparison, missing value and incorrect data, it is
dangerous to simply draw a conclusion from the comparison of indices. Thus, the information security
index herein for the period of 2002 to 2005 is just an example, and should not be accepted as an
absolute value.

The limitations and future research tasks of this research can be outlined as follows. First, the
representativeness of indicator components should be verified. In other word, the NISI needs to be
accurately defined. In particular, to ensure an international comparison, components that can be
commonly applied to all concerned nations should be secured. Second, statistical indicators to measure
each indicator should be quantified. For the convenience's sake, this research used the most accessible
statistical data, but to calculate more accurate indices, each indicator should be put into statistics in
advance. Third, indicators should be developed that can more accurately measure private information
security, a recent social concern, and policy achievements.
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