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3D Virtual Environment Design Based on Interactive Evolutionary Computation®
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L. Introduetion

A 3D wvirtual eovironment (VE) technology becomes widespread wse o various fields such as education,
manufaciuring, arl, medicnl traming and praciice, ond entedanment, 11 enobles users 10 mberact with virtual objects
through multiple sensory chinnels such as visual, swilitory, aed 1wuch sensations, Design and development of a
reabistie JOVE application, however, requires some specialized knowledge and skills such as 3D vizualization
thenries, sensory ioput and outpur control methods, proficlency in 3D authoring technigues, and petwork svstem
dhesupn amad development skills, This makes the 3DVE development a difficult tazk for everyone,

We have bees woarking o the developiment of 3DVE puthoring techniques which allow even novices 1o nbaitively
design znd develop 3DVE components without paying nitention 0 any fechnical details. We have been applied a
technical framework colled nteractive evolutionary computntion (IEC) (Takagi, 2000} fo realize the mbnbive 30D
authoring environment. Figure | shows o copeept of 30 contents creation empowered by the TEC framework, The
systcm presents mualtiple 30 imeges to o user and lel lim'her fo mole each imege based on sher subjective
preference. The user gives histher prefiermed images higher scores amd vice versa. Then, the sysiem creales a new sel
of images by evolving the rated images using evoluisomry computatin lechniques such as genetic algorithm (GA])
This human-m-the-loop explorbion process is terated untl he'she finds a good result. Twe example application
sysiems, a 30 compaier graphics design tool and a haptse rendering optimizer, ane described in this paper.

(11 System preduecs 3 vl of enudidate (smpges.

ADCEG graphie=

Simulated
Evelution

4 ol goand
(3 User rifes epch image {31 System erestes a new set of 30 images by inberiting

based on hisihe lilghly rated Images end simuivtiog natoral
F"h::“' g t'ﬁ'u&!ﬂlj’"ﬂﬂl;lktim‘;mi_ilh.

Figure 1 Concept of 1EC-empowered 30 contents mithormg,

2, Methods

AD Graphkcs Design Based om IEC

We designed and developed an IEC-based 30D compaier graphics (CG) awthoring sysiem that allows the user to
iiuitively creste 30O contents (MWishing et al, 2002). As shown in figure 2, the system consists of two soffware
components, the 1EC browser for exploring 3DCG contents and the I0ndividual f-editor for manually elaboratmg CG
parameters. Firstly, the system needs an mitial 30 model ro sctivate te [EC-guided CG creation, The user can gol a

* ARG W2 EA TR TS LERL L 2T E N A E-12H A R TRALELDTES.
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Fipure 2 [EC-based 30 computer graphics design system,

real object’s geomeirc dols by using a 30 scanner o retrieve il on the Internet. Mext, the user invokes the IEC
browser amd inltindzes i with the dnitial model, The TEC beowser contrals 30 model gencration ming GA (genetic
algorithm) and simulaneously displays up o twenty candidate images as shown in figure 2{a). The user operates it
with a set of GUT budons asranged at the bottom of the sereen. The uscr can broawse all candidate images in a screocn
amd rate each image with his'her subjective preference on a scale of | to 5 (the worst to the best score comesponds to

1 to 5}, He'she specifies cach image’s score as a filness value by using the ratimg bution placed at the botiom of cach
image’s subswindow as shown in Agure 2{nj,

The l-editar, 25 shown in figure 2(b), provides a fine-uning option fo mamsally elaborate the graphics parameters of
& cailidate masdel, The wser clicks a specific image's sub-window in the IEC browser to activate the I=editor, Then,
he'she check=s and modifies the parameter values that control the selected model’s color, gecmetrical shape,
deformustion pattemns, surface malerials, and lighting effects. Because the model imege dwn in the I-editor is
wrmedmtely updatesdl when the user maodifies any parameters, hefshe easily fmds the effect of the changes and
perceives laher preferred parameter seitinga. A fler the manwal edit, the modsfied object can be lrought back o the
LEC browser for further evolutions.

The system encodes each 3D madel as o chromesome as shown in figure 3. The svstem parforms a 20 geometrie
operation called free-form deformation (FFD) to change the model shape {Mishino ¢t al.. 2004). FFD provides a
comman way to deform a 30 polygonal model. It wraps the targed 30 maodel with o simplified control mesh. When
the mesh shape is changed by moving its nodes' positions, the wrapped 3D object &5 deformed according 1w the
modified mesh shape. The 1EC browser supports a control mesh consizsts of 17 nodes (3x3x3 mesh) to evolve the
misdel shape as shown in figure 3. All 27 nodes’ positions are encoded as a chromosome to deform the mesh vin the
GA operations. Additionally, the system supports tapering and fwisting operabions lo implement o clay-like
delormpison methed.

The system also provides some rendening functions to represent the object’s surface matenals, hghtmg effects, and
colors, As shown in fgure 3, our gystem supports four types of light sources {direction, spot, ambiens, and poing
lights) with a sct of parnmeters to desenbe the object's surface materials end its background color. As the evolution
propresses, some parameters in the chromosome such a5 the object’s shape or its swface material might be well



..................

I r I¥F: dlefarmation FFIN: Free form deformaiion
It L5 light souress MT: phject’s material
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Flgure 3  Internal strucbure of a 30 model that 2 coded as 8 chromosome.

converged and they need to be prodected from funther modifications. Therefore, the system suppons a lockunlock
mechanism lor each parasseter 10 pregerve a well-cvolved pant of the model. The sysiem is wrnitten i Java 3D to
make it be downbeadable on the Intemet and be usable under any typs of operting systems,

Haptie Renderlng Optimization Based on IEC

The haptic technology provides an interaction modaliny through the buman tactile and kincsthetic sensations. It
contributes o merease the reality of the 3D virtwal environment. Figure 4 shows on example boptic device calbed
PFHANTOM. The user holds a pen-shaped end effector called a stylus and con freely move it in 30 space, The
application system continuously senses the position {x, v, z} nnd orientabion {yaw, pitch, roll of the stylus and plots
the corresponding stylus tip position as the “haptic cursor™ in the viriual space as shown in figure 4. 16 the cursor
infersects with o virtunl object, o reaction force 1= calculated and exeried o the user via the stylus. The user feels
various properties of the virtual object such az shapes, weights, and surface texiures through the foree exertion,

Hurmans mainly perceive the contact with real objects through kinesthetic and actile sensations. Whereas the
kinesthetic semsation captures the ohject properties such as object shapes and masses. the tactile sensation is
impartant to feel other properties such as roughness or smocthness of the object surfice. As shown in figare 5, the
system colculates the remction force F based on the spring-damper (5-D) model 1o present approprinte haptic
fisedhack through the human kinesthetic sensation. The reaction force F is calculated by using the following
copuation;

F=KD—CyVp ()
where K-0 is a spring force term and Cp~ Ve 35 0 damper term. The spring force term is calculated by applying
Hooke's Low that 15 Feegwe,™ K-d) where K i a stiffness constant and [ s a displacement betwesn the
PHANTOM stylus tip and its closel poimnt on the object surfoce colled the surface contact point (SCP). The spring
foree is abways dirccted towards the 3CP. The stilfoess constant dictates how intensively the spring is irying to
restore itself and higher K represents a stiffer object The damgper term Cp* ¥ i5 used for reducing vibration simce
1t opposes the spring motion. Cp is o damping constant and Fp is a velocity of the stylus tip, We also incorporate a
surfice texiure algomthm nfo the basic 5-I¥ model to realize more sophisticated haptic sensation (Nishino et al.,

2003,



Most previous research systems have been focused their attenbion mamnly on the development of new algorithms to
exert better and more sophisticated forces, Meanwhile, less auention has been paid on the haptic rendering

F
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Flzure 4 FHANTOM haptic deviee overview, Figure 5 Reaction force caboulation based on spring-demper mode],

optimization problem in spite of the fact that the manual set up of the haplic parameters 15 a tedious task. In our
system, at least eight parometers need to be set for baptic device usage such as the constants K and Cp in equation |,
two parnmeters 1o defing a surface textune, twa for frcten effects, and two for 30 model resolutions. The wser needs
to understand haptic device specification and s rendenng mechanism to approprisiely specify (he values of these
parareters. 1t g a difficult and time-consuming task especially for novices. Therefore, we developed an [EC-based
haptic rendering explorer as shown in figure 6. It uses the same 1EC framework with the graphics system to casc the
finding of an optimized solution. The IEC explorer simubtancously displays nine candidate models with different
hapiic parameters as shown in figure 6. The user can select a specific model by clicking iz sub-window and 1ouch
the sebected model by usang the PHANTOM haptic device, The background color of the selecied model becomes
blue o explicitly indicate the selection status as shown in figure &, The user examines all models one by one and
subjectively specifes the degree of “Hkes or dislikes” for each generated haptic sensation by rating a fmess vahee on a
scale of 1 4o 5 (the worsi o the best commesponds to 1 #o 5k Then, be'she requests the explorer to generaie more
preferred haptic representation based on the mies. The system evolves the models according to the user's rates by
using genctie algonithm (A

We also implementad a GUI to manoally set up the above parancters a3 shown in figure 7. We conducied a
comparative experiment o quantitatively evaluate the two metheds! the IEC-based optimization and the mangal
parameter setup 2 described in v next section.
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3. Results and Discussion
We ran subjective tests to evaluate the effectiveness of the proposed IEC-based 3DVE creation methods. An

experiment conducted for the evaluation of the haptic rendering optimizer is described in this section.

Because the IEC method’s superiority over the traditional approach is that it enables the user to intuitively set up all
internal parameters by interactively evaluating the candidate 3D models with his/her subjective preference. The IEC
method frees the user from paying attention to manually configuring the parameters by trial and error. Therefore, we
conducted an experiment to compare the IEC-based optimization system (as described in figure 6) with the

traditional manual optimization tool (as described in figure 7).

We employed twenty-one subjects with different degrees of experience with the PHANTOM haptic device. We
asked the subjects to perform the following three tasks by using both IEC and manual methods:

- Taskl (T1): Concrete theme to create a surface textures feel like a plastic bottle,

- Task2 (T2): Abstract theme 1 to create a surface texture with comfortable feeling, and

- Task3 (T3): Abstract theme 2 to create a surface texture with irritated feeling.
The subjects are divided to seven groups from Group A to Group G as listed in table 1 (three subjects for each
group). We asked the subjects to compare and evaluate both methods in five ranks from the following two
viewpoints every time they completed each task:

- Operability: Which method is easier to use?

- Quality of touch sensation: Which method is better to create the touch sensation closer to the theme?
As shown in table 1, the order to apply the two methods (manual and IEC) is randomized for each group to
minimize the order effect. The order of the three themes within each group is also randomized. All tasks are
performed under the following conditions:

- Roulette selection and elite strategy are adopted,

- Population of individuals is 9,

- Uniform crossover with 90% crossover rate is used, and

- Mutation rate is 1%.
While 8 offsprings (90%) out of 9 are generated by the crossover operation in every generation, the only 1

individual (10%) is treated as a highly rated elite parent to survive.

Table 1 Experimental procedure.

group A group B group C group D group E group F group G

T1 (man=>IEC)
T2 (man=>]EC)
T3 (man=>IEC)

T2 (IEC=>man)
T1 (IEC=>man)
T3 (IEC=>man)

T3 (man=>1EC)
T2 (man=>[EC)
T1 (man=>IEC)

T1 (IEC=>man)
T3 (IEC=>man)
T2 (IEC=>man)

T2 (man=>1EC)
T3 (man=>1EC)
T1 (man=>IEC)

T3 (IEC=>man)
T1 (IEC=>man)
T2 (IEC=>man)

T3 (man=>IEC)
T1 (man=>IEC)
T2 (man=>1EC)

man: manual method, T1: Concrete theme, T2: Abstract theme 1, T3: Abstract theme 2

Table 2 lists the number of subjects who supported either the IEC or the manual method in each question (the
answers judged as “both methods are equivalent” are excluded from the counts). For example, 11 subjects express
the IEC method is better for the “quality” question in the concrete theme whereas 9 subjects votes on the manual
method. We performed the sign test on the result, but no significant difference between the IEC and manual methods
was observed statistically. Then, we finely sort the data according to the subjects’ proficiency in PHANTOM
manipulation. As shown in table 3, novice PHANTOM users’ preference for the IEC method becomes obvious in the
abstract theme 1. Although significant difference was not observed between the both methods, the subject’s



preference for the two methods depends on the abstractness of the task theme and the subject’s level of expertise to
manipulate the PHANTOM device. Many subjects pointed out that they could draw a firm tactile impression in their
mind in the concrete theme and abstract theme 2. On the other hand, they claimed that they had only some vague
impression or no feeling in the abstract theme 1. The latter subjects especially the novices expressed their preference
for the IEC method because they could find a set of interesting tactile sensations in the IEC method and widen their
impression to create more attractive tactile sensations than the manually produced models. Thorough analyses and
discussion about the experiment can be found in (Nishino et al., 2006). We also found the similar tendency (IEC’s
superiority for novices and abstract work) in the computer graphics system (Nishino et al., 2002).

Table2 Experimental result.

Concrete theme Abstract theme 1 Abstract theme 2
1EC : man IEC : man IEC : man
Quality of touch sensation 11 : 9 8 : 8 8 : 9
Operability 8§ : 9 11 : 4 10 : 9

man: manual method

Table 3 Experimental result categorized by subject’s proficiency in PHANTOM manipulation.

(a) novice (5 subjects) (b) moderate (12 subjects)
Tl T2 T3 Tl T2 T3
IEC : man IEC : man IEC : man IEC : man IEC : man IEC : man
Qu 2:2 4:1 3:2 Qu 6:6 2:5 3:6
Op 1:4 4:0 2:3 Op 5:4 4:3 6:4

(c) skilled (4 subjects)

Tl T2 T3 Qu: Quality of touch sensation
Op: Operability
IEC : man IEC : man IEC : man T1: Concrete theme
Qu 3.1 2:2 2.1 T2: Abstract theme 1

T3: Abstract theme 2

Op 2:1 3:1 2:2

4. Conclusions

Two IEC-based application systems, a 3D computer graphics design tool and a haptic rendering optimizer, are
described in this paper. The results of the experiments suggest that the proposed IEC method helps novices to
intuitively create 3D virtual environment. We also find that the IEC method is more useful for the 3D authoring of
unprecedented abstract contents than the case to reproduce realistic objects. This tendency should be a noticeable
difference if the target contents and sensations become more complex ones.

We are currently working to apply the IEC-based optimization technique to the design of a networked virtual
environment that depends on a combination of many technical parameters to tune such as graphics rendering,

interface devices, and network data transmission.
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Estimate of the Amount People Might be Willing to Pay for the

Protection of Personal Information

Min, Kyungsik
Policy Development Division Director, Korea Information Security Agency
Kyoungsik@kisa.or.kr

Abstract

As Internet services become increasingly ubiquitous, the various types of personal information being
handled have diversified into financial, location, and bio-oriented information as well as each individual's
unique identity data. The damage inflicted by leaks of personal information has emerged as an issue of
social concern rather than an issue of individuals’ concern. This study used the double-bound
dichotomous choice contingent valuation method to assess the scale of damage caused by leaks of
personal information by estimating the average amount that respondents might be willing to pay to prevent
their personal information being leaked.

The survey outcome reveals that the respondents are more willing to pay for the prevention of personal
information leakage if they have: a higher income; experienced damages caused by financial information
leaks; spend more on monthly communication bills; or if the amount suggested for the prevention of
personal information leakage is small. The average amount that the respondents appear willing to pay to
prevent leakage of their personal information was estimated to be 3,914 won per month. This suggests
that Internet users suffer quite substantial damages from such leakages.

Key words: Damages from personal information leakage on the Internet, amount willing to pay, contingent
valuation method (CVM)



l. Introduction

Damages inflicted by personal information leakages over the Internet have increased steadily along with
the rapid growth of the computer network service in the recent years. In particular, damages caused by the
unauthorized disclosure or leakage of one’s social security number (resident registration number) or other
cases of personal information leakage may now be viewed as inevitable accidents of the information age.
The damages resulting from leaks of personal information have led to serious disputes between the
victims and the information collectors: 18,206 such disputes were reported for counseling or the relief of
damages in 2005 alone, showing a steady growth each year.

The damages occasioned by leaks of personal information include financial and mental problems caused
by the unauthorized use of a user's social security number or other personal identity data, financial
account or bio information. The more that businesses collect personal information for their marketing
purposes, the greater becomes the potential risk of personal information leakage. Businesses often leak
personal information as a result of arbitrary or negligent management in the course of collecting, storing,
controlling, using, providing or destroying personal information. Cases of abuse at the stage of collection
include the collection of personal information without consent, failure to notify or indicate collection,
excessive collection of personal information, or the collection of minors’ personal information without their
guardians’ consent. At the stages of storing or controlling, personal information is leaked by the personal
information handlers' infringement of privacy rights, failure to designate an information security manager,
and inadequate technological measures. At the stages of use or provision, personal information is leaked
by the failure to notify the users in cases where personal information processing is entrusted, when
business is assigned, or when abuses exceeding the given scope of authorization or provision to third
parties without consent occur. At the stage of destruction, personal information is also leaked through
diverse routes, including the failure to destroy the personal information collected or provided after
achieving the objectives of which the users were originally informed.

The various types of personal information collected by business groups have diversified from personal
identity data to individual financial, location, and bio information as the Internet service has become ever
more ubiquitous. Consequently, damages caused by their leakage have increased steadily depending on
their types. It is perceived that the damages occasioned by the leak of such personal information has
become an issue of social concern rather than just a matter of private concern for the victim concerned.
Therefore, it is time we sought to minimize such damages by accurately measuring the scale of the
economic and social damage caused by personal information leakage.

A study by Jeong Yeon-su, Kim Dong-u and Go Jae-jong (2005) concerning personal information
protection precedes this study. It makes proposals for protective measures based on an extensive survey
of personal information management as practiced in the private sector. KISA conducted a research project
in 2004 aimed at defining models to measure the damages caused by computer viruses, but did not
compute the specific amounts of the damages, while KISA (2003) et al. conducted a survey of damages
caused by illegal spam mail and did actually compute the amount of damage. The survey adopted a
method of computing and adding up the average costs spent on storing, network service or disposing of
spam mails. This method has the merit of being simple and clear, but has a limitation in that it does not
consider the fact that individuals themselves assess the value of damages inflicted by such abuses. Yoo
Seung-hoon, Kwak Seung-jun and Sin Cheol-o (2003) estimated the cost of inconveniences caused by



spam mails, as well as the amount the users might be willing to pay to avoid such inconveniences, using
the CV (Contingent Valuation) method.

The CV method is used to estimate the economic values of non-market or extra-market resources. The
economic or monetary value of damages caused by personal information leaks can be computed by

eliciting the average amount that the survey respondents are willing to pay (WTP) for the protective
measures.

Early CVM surveys used Open-Ended Questions or Bidding Game approaches. With the Open-Ended
Questions approach, individual respondents are asked directly about the amount they are WTP for a
public utility or service reform. As this approach does not provide any base amount (or guidelines), the
response rate was low as the respondents had difficulties in determining the amount themselves. With the
Bidding Game approach, the respondents’ acceptance of their WTP amount is checked by continuously
proposing higher amounts until they reject such an amount after asking if they are willing to pay a specific
amount suggested in the beginning question. This approach has the inherent problem of a ‘starting point
bias’ as the initial amount proposed at the beginning tends to affect the respondents’ WTP.

Questionnaire approaches, widely adopted these days, include Payment Cards and the Dichotomous
Choice or Double-Bounded Dichotomous Choice approaches. Bishop and Heberlein (1979) proposed the
Dichotomous Choice Question Approach in order to overcome the problem of the ‘strategic bias’ which
arises in the Payment Cards approach, but it still has the problem of requiring a large number of samples.
The Double-Bounded Dichotomous Choice Questions approach proposed by Hanemann (1985) and
Carson (1985) in order to overcome the limitations of the Dichotomous Choice Questions approach was
adopted by Hanemann, Loomis and Kanninen (1991)'. Langford, Bateman and Langford (1996) proposed
the Triple-Bounded Dichotomous Choice Questions CVM, advocating the potentiality of multiple-bound
dichotomous choice questions CVM?2. Elsewhere, Bateman, Langford, Turner, Willis and Garrod (1995)
also discussed the utility of the Triple-Bounded Dichotomous Choice CVM using open-ended questions.
Cooper, Hanemann and Signorello (2001) proposed and studied the (utility of the
One-and-One-Half-Bound Choice Questions CVM.

These methodologies have often been used in Korea to assess the economic value or utility of
environmental preservation, an extra-market resource. Sin Yeong-cheol (1997) estimated the utility value
of the improved water quality of the Han River using CVM, while Kwak Seung-jun, Yoo Seung-hoon and Yi
Chung-gi (2002) estimated the economic value of such environmental resources as swamps. They mainly
used the Double-Bounded Dichotomous Choice Questions CVM. Yoo Seung-hoon, Kwak Seung-Jun and
Kim Tai-yoo (1999) and Kwak Seung-Jun et. al. (2001) were the first to propose MAUT/CVM as a method
of measuring the utility value of air quality attributes, whose monetary value they assessed by applying a
theory of multiple attribute utility functions while estimating a WTP equation using open-ended questions.
Oh Ho-seong and Rhee Hae-chun (2001) used CVM to assess the value of environmentally-friendly farm
produce, while Rhee Hae-chun, Jeong Hyeon-sik and Kim Tae-yeong (2004) calculated the value of
damages to air quality in Seoul using the Triple-Bounded Dichotomous Choice Questions CVM.

! Hannenan, Loomis and Kanninen (1991)

2 Some controversies arose over the utility of the Double- or Triple-Bounded Dichotomous Choice approaches. On the
one hand, Hanemann and Kanninen (1996) indicated that the Triple-Bound Dichotomous Choice approach is
undesirable as there is a greater chance it will cause a reference effect rather than any ameliorated effect such as the
utility or efficiency of the estimates. On the other hand, Langford, Bateman, Jones, Langford and Georgiou (1998) and
Bateman, Langford, Jones and Kerr (2001) contended the viability of the Triple-Bound Dichotomous Choice Questions
approach by providing a proof of its inherent consistency.



CVM has been used to assess the value of diverse government policies as well as environmental
resources. Rhee Hae-chun and Park Dae-mun (2005) estimated the value of land reclaimed for public use
in the Seoul metropolitan area using CVM, while Rhee Hae-chun estimated the social value of investment
in public schools. Rhee Hae-chun, K. Y. Lee, and J. Cho (2005) used CVM to measure the social cost or
utility of a government policy permitting the employment of foreign workers.

This study computes the monetary value of the damages caused by personal information leakage by
estimating the amount that average respondents are willing to pay for measures against personal
information leakage. We used the Double-Bounded Dichotomous Choice Questions CVM. We also
estimated the value of the different attributes of personal information by assessing the respondents’
preferences.

This paper consists of the following: It first provides an overview of the theoretical frameworks with regard
to the estimation methods based on dichotomous choice questions. It then introduces the organization of
the survey questions and methods, followed by a basic interpretation of the survey outcome. Finally, it
computes the value of the damages caused by personal information leaks using the representative value
of the appropriate WTPs based on the average amount that respondents are willing to pay.

Il. Estimation Model

As discussed above, among the various CV methods available dichotomous choice question methods are
often used, whereby respondents are only asked if they agree to an amount suggested in an initial
question. Dichotomous choice question methods are divided into Double- and Triple-Bound Dichotomous
Choice Questions Contingent Valuation methods depending on amount suggestion times. With the
Dichotomous Choice Question method, WTP is estimated based on the respondents’ acceptance of one
suggested amount only; with the Double-Bounded Dichotomous Choice Question method, two different
amounts are suggested; and with the Triple-Bounded Dichotomous Choice Question method, three
different amounts are suggested.

The Double-Bounded Dichotomous Choice Question method is often used for empirical analyses. Two
different amounts are suggested in two instances. In other words, a second amount which is higher than
the initial one is suggested if a respondent shows his willingness to pay the initial suggested amount. His
willingness to pay is further elicited by suggesting a lower amount than the initial one if he does not show
willingness to pay the initial one. An estimation using the Double-Bounded Dichotomous Choice Question
Method proceeds as follows:*.

First, let's call the initial amount suggested to respondent ias B,. Let's call B}’ a higher amount that is
suggested when the respondent replies “Yes” to the initial amount to be suggested and B,.d a lower
amount that is suggested in the event the respondent replies “No” to the initial amount. The probability or
likelihood of the respondents’ accepting the suggested amount may be defined as follows:

3 For further details of this methodology, refer to Terawaki Taku (1999) and Rhee Hae-chun, Jeong Hyeon-sik and
Kim Tae-yeong (2004).



n” (B,B!')=Prob{B! <WIP}=1-F(B";0) 5)
7" (B;,B!')=Prob{B, <WTP, < B!} = F(B";6) — F(B,;0)

n™ (B;,B{)=Prob{B <WTP, <B,}=F(B,;0)- F(B’;0)

n"™(B,,B’) = Prob{WTP, < B’}=F(B";0)

Here, 7°7(B;,B,') = probability when the respondent replies “yes” to both B, and B;;
" (B;,B') = probability when the respondent replies “yes”to B; butnotto B;;
z"™(B;,B;') = probability when the respondent replies “yes™o both B, and B,." ;

7™ (B,,B) = probability when the respondent replies “no” to both B, and By .

WTP, = the potential amount the respondent, is willing to pay.

©. Parameter vector

F(:): Cumulative distribution function of logistical (or normal) probability

The cumulative distribution function of logistical probability F(B,; 8)is defined as follows:

F(B)=F(-a-x,8- B,,1nB) (6)

In formula (6), ais a constant term, x; is a vector representing the respondent’'s character, and 8 is a
parameter vector of coefficient x;. Buivis the parameter of coefficient InB while B represents a suggested
amount of the positive value. F(B) is defined as having a logistical or normal distribution function.

The following likelihood function may represent the probability of N respondents’ responses (1, ..., N) to a
given question if we develop a log probability function by converting into a log value the response
probability of each respondent based on the parameters of formulas (5) and (6):

InL(6)=)_ Y {d” Inx”(B,B;)+d}" Inx"(B,B}) )
+d” Inz"™ (B,B!)+d" Inz™ (B,B})}

Here, N represents the observed value. Variables d”, d’",d” and d;" have the following values:
d}” :(yes, yes)=1, all others are 0, while d;":(yes, no)=1, all others are 0;
d” :(no, yes)=1, all others are 0, while d]" :(no, no)=1, all others are 0.

The most likely value of parameter 0 is the 6 value that maximizes the likelihood function in formula (7).
This formula obtains the maximum value by defining the log likelihood function InL(8) as the value
differentiated by 6 which is set as ‘0". It can be derived as follows:



dInL(8)/96=0 ®8)

B, which represents the likelihood of the suggested amount being accepted by the average respondent,
can be obtained by substituting the vector x; - consisting of the estimated parameters, and the average
values of each attribute. This likelihood function is assumed to be a logistic or normal function.

The average WTP value can generally be obtained by integrating this likelihood function against all WTPs.
A truncated mean value may be adopted, however, as the median value may deviate if this function is
converged to ‘0",

The revised truncated mean value is computed as follows, defining B as the average likelihood of the
suggested amount being accepted by respondent S(WTP) and the likelihood of the maximum suggested
amount being accepted as S(WTPyax):

P S(WTP)

E(WTP)= 1-S(WTP,,.)

dWTP 9)
The mean value of WTP can be computed using formula (10):

Me(WTP) = exp[—(%m] (10)
bid

A mean value, revised truncated mean value or median value is often used as the representative value.
This study elicits the most viable representative value by computing all three values. Limdep 8.0 was used
for our estimation.

lll. Composition of Questions and Survey

1. Design of Questionnnaires

The survey questionnaires consist of the following: 1) an introduction of the damages caused by personal
information leakage; 2) double-bounded dichotomous choice questions relating to the amount that the
respondent is willing to pay for measures to prevent such damages; 3) a survey of preference with regard
to personal information attributes; and 4) the personal and economic characteristics of the respondents

4 Bishop and Heberlein (1979), Seller, Stoll and Chavas (1985) proffered a truncated mean to resolve this problem.
However, this nonetheless raises another problem as it does not mean a statistical mean value in its strictest sense.



(age, gender, and income). Figure 1 shows a sample construction of double-bounded dichotomous choice
questions.

Personal information was divided into eight different attributes: personal identity data (resident registration
or social security number, name); financial information (credit card or bank account number, credit rating);
communication related information (mobile or residence phone number, e-mail address); location
information (address, movement paths); organization (workplace, school, occupation, tax or income); bio
information (medical record, history of disease, fingerprints, iris characteristics); image information (CCTV
or camera recorded image), and other factors (education, marital status, hobbies, political preferences,
religion, etc.). Questions concerning levels of preference with regard to damages to such attributes were
designed to induce the respondents to choose the most desirable and the worst levels by providing the
current damage level based on the number of damage cases.

Yes
Ye s/v Second ;Suggested)
Willingnes Yes » Initial Su?gestet)j f:o
\ Second Suggested %:
No ( ) ~
No

Figure 1 Double-bound Dichotomous Choice Questions

The question suggesting the initial amount that responents might be willing to pay in our Double-bound
Dichotomous Choice Questionnaire survey read, “We plan to legislate a new statute that will increase your
communication service bill by ¥ won each month for the next 10 years in order to improve all eight
attributes of your personal information above from the ‘current’ to ‘the most desirable level’. Would you
agree to pay this amount?” When they agreed to the initial suggested amount, we then asked them if they
would agree to pay 2 ¥ won. When they disagreed to the initial suggested amount, we then asked them if
the would agree to pay 1/2 ¥ won.

2. Composition of the Respondents and Samples

We surveyed a total of 2,403 persons across the country, classifying them by income, region, and so forth.
This questionnaire survey was conducted by an independent survey agency on the Internet from October
1 to 30, 2006. A preliminary survey had been conducted in advance of the survey. The preliminary survey
employed trained interviewers, who asked open-ended questions to the sample respondents. The range
and grades of the amounts to be suggested in the main survey were determined based on the amounts
respondents would be willing to pay elicited from the preliminary survey.



Table 1 Suggested Amounts an d Distribution of Numbers

Second suggested Second suggested

Initial suggested amount when amount when Distribution of
amount (won) Irespondents replied “yes”| respondents replied “no”| questions

to initial amount (won) | to initial amount (won)

1 300 600 150 500
2 600 1200 300 500
3 1,000 2,000 500 500
4 5,000 10,000 2,500 500
5 10,000 20,000 5,000 500
Total 2,500

The initial suggested amounts were graded into 300, 600, 1,000, 5,000, and 10,000 Korean won. A total of
2,500 copies consisting of 500 copies of each grade were distributed. In total, 2,402 copies were used for
our analysis, excluding unreliable respondents.

IV. Analysis Outcome

1. Characteristics of the Respondents

The respondents had the following characteristics : Table 1 shows the respondents’ degree of
perception of the risk of privacy infringement. 57.6% of the 2,402 respondents perceived privacy
infringement to be somewhat risky, while 31.8% perceived it as highly risky. As such, approximately 80%
of the respondents perceived privacy infringement as a risk.

Table 2 Perception of the Risk of Privacy Infringement

Respondents Ratio

1 |Not risky at all 2 0.08

2 INo so risky 20 0.83
3 [Normal 232 9.66
4 [Rather risky 1,384 57.62
5 |Highly risky 764 31.81
Total 2,402 100.00




Table 3 Experience of Damages Caused by Personal Information Leaks

Experience of Damages

Caused by Personal |None at all Nearly | Rather

Very often Total

Information Leaks none often
1 Leakage of personal 674 1362 352 14 2402
identity information (28.06)]  (56.70)  (14.65) (0.58)  (100.00)
2 Leakage of financial 1163, 1140 90 9 2402
information (48.42)|  (47.46) (3.75) (0.37)]  (100.00)
Leakage of 356 897 982 167 2402

3| communication related

information (14.82))  (37.34)]  (40.88) (6.95)] (100.00)
4 Leakage of location 1008 1201 171 21 2402
information (42.01)]  (50.00) (7.12) (0.87)| (100.00)
5 Leakage of organization 933 1154 291 24 2402
information (38.84)]  (48.04)  (12.11) (1.00)]  (100.00)
6| Leak of bio information 1253 1060 82 ! 2402
(52.16)]  (44.12) (3.41) (0.29)]  (100.00)
7 Leakage of image 1292 1013 86 1" 2402
information (53.79)  (42.17) (3.58) (0.46)]  (100.00)
8 Leakage of other 1029 1141 210 22 2402
information (42.84)  (47.50) (8.74) (0.92))  (100.00)
964 1,121 283 34 2,402

Average

40.12))  (46.67)  (11.78) (1.43)  (100.00)

Table 3 shows the respondents’ responses concerning their experience of damages caused by
personal information leaks. The questionnaire revealed that 13% or more of the respondents experienced
damages caused by personal information leaks, and that 47% of the respondents experienced damages
caused by leaks of their communication related information - the highest figure among the various
personal information types. A further 15.5% of the respondents declared they had experienced damages
caused by leak of personal identity information (15.2%), followed by those who suffered damages as a
result of leaks of their organization information. However, a relatively smaller number of the respondents
replied that they had experienced damages cauxsed by leaks of their location information (7.99%),
financial information (4.12%), image information (4.04%), and bio information (3.71%). It was also
revealed that the most serious damages are caused by leaks of personal information, and particularly
personal identity information consisting mainly of communication service information or resident
registration and social security numbers.

Table 4 shows the respondents’ preferences regarding the need to address the protection of specific
attributes of their personal information. According to the table, they perceive the desired state of affairs as
one that would be considerably improved overall compared with the current situation. In other words, the
majority of the respondents regard their current level of protection for their personal information as being



insufficient. To be more specific, approximately 10,000 cases of damages are caused each year in the
category of personal identity information. The respondents cited 11,721 cases in which they experienced
the worst state, a state that is approximately 17.21% worse than the current state. They cited 1,921 cases
of the most desirable state, which is 80.83% better than the current state. They view the worst state of
financial information protection as one that would be worsened by 7.36% from the current state, while they
indicated that the most desirable situation as one that would be ameliorated by 84.38% over the current
state. Likewise, they view the worst situations for bio, image and financial information as those that would
be worsened by 6.69%, 8.14% and 7.36% from the current state, respectively, meaning that the protection
of these attributes require more improvement with regard to the current situation.

Table 4 Assessment of Preferences Regarding Protection of Personal Information Attributes

Most Distance from Distance from
. Current Worst
desirable current state state (N) Lcurﬁ, r/]t]\?t?"t‘laoo state (L)
— * —
state (H) | (F ~M/M*100 ( )
Personal
8,073 1,721
1 identit 1,927 ' 10,000 ' 11,721
 taenty (80.73) (17.21)
information
Financial 3,375 294
2 625 4,000 4,294
information (84.38) (7.36)
Communication 3,224 537
3 776 4,000 4,537
information (80.59) (13.43)
Location 3,191 458
4 809 4,000 4,458
information (79.78) (11.46)
0] izati ,
5 .rganlzaiuon 809 3,191 4,000 398 4,398
information (79.77) (9.94)
3,282 268
6 | Bio information 718 ' 4,000 4,268
(82.06) (6.69)
I
7| meee 773 3227 4 600 326 4306
information (80.67) (8.14)
Other 3,100, 543r
8 900 4,000 4,543
information (77.49) (13.57)

Some interesting phenomena were found concerning the respondents’ behavior as shown in Table 3

and Table 4 . Among the damages the respondents claim to have experienced as a result of personal
information leaks, they experienced relatively higher instances of damages from leaks affecting their
personal identity or communication information than those from other information attributes (see Table 3 .
However, the current state of these two attributes is farthest from the worst state, compared with the other
attributes. In other words, they assess the current state of personal identity and communication related
information as being relatively better than that of the other attributes: In fact, they assess the current state
of their personal information attributes - against which they have experienced more damages — as being
better than the state of the other attributes. So, it is understood that people react less sensitively to the



current level of risk when the degree of damage of the current state is greater and more widespread. This
could be interpreted to mean that their sensitiveness has decreased with regard to marginal damages.

2. WTP Estimation Outcome
(1) Response to Questions Concerning Willingness to Pay

Table 6 and Table 7 represent the respondents’ willingness to pay for measures to prevent personal
information leaks and the reasons why they do not want to pay. 61.4% of the respondents replied that they
are willing to bear a financial burden for such measures, while the remaining 38.6% replied that they have

no intention of bearing any financial burden at all for measures designed to prevent personal information
leaks.

Table 6 Respondents’ Response to the Question of Willingness to Pay

Respondents Ratio

Willing to pay 1,476 (61.4)
No intention to pay 926 (38.6)
Total 2,402 (100.0)

Table 7 Reasons Why They Are Not Willing to Pay

Respondents Ratio

Financial burden is too heavy. 336 36.3
2 Individuals should address the problem. 40 4.3

It should be addressed within the existing

3 L . 454 49.0
communication service fare revenue.
i jon leak i t
4 Damage from personal .|nformat|on eak is not so 43 46
serious.
5 Others 53 5.7
Total 926 100.0

As to the reasons why certain respondents do not want to bear any financial burden for the prevention of
personal information leaks, 49% responded that the problem should be resolved by the service providers
using the current communication service fare revenue. They were followed by the 36.3% of respondents
who responded that the financial burden is tco heavy, the 4.3% who responded that it should be resolved
by each individual, and the 5.7% who responded that the damage from personal information leaks is not
SO serious.



(2) Equation Data for Eliciting the Amount Respondents Are Willing to Pay

The following variables and basic statistical quantities were used to elicit an equation to calculate the
willingness to pay:

Table 8 Variables and Basic Statistical Quantities

Variable L Standard | Minimum [Maximum
Description Average L
[ deviation| value Value
INCF Household income (10,000 won) 353.5 155.3 75 675

Experience of damages from leaks of
financial information

PSD2 1.6 0.6 1 4
1. Very few 2. Few 3. Often 4. Very
Often
Monthly communication service bill
COMP 8.8 3.7 1 13
(10,000 won)
BD1 Initial suggested amount (won) 3,383.0) 3,722.5 300, 10,000

Next, we review the processes used to estimate the respondents’ willingness to pay or the average
amount that the respondents are willing to pay. This involves the process of obtaining the average
respondents’ likelihcod of accepting the suggested amount B by substituting vector x; - consisting of an
estimate population parameter and the mean values of all attributes - after estimating the maximum
likelihood estimator of the population parameter@. In the estimation process, the dependent variable
represents the respondents’ acceptance likelihood (i.e. willingness to pay) of the suggested amount. LBD
in Table 9 refers to InB which is the log value of the amount suggested to the respondents. A
willingness to pay equation is elicited as shown in Table 9.

A higher willingness to pay was elicited when: 1) household income (LINCF) is greater; 2) more damages
have been experienced (PSD); 3) a higher communication bill is paid each month (COMP); and 4) a
smaller amount is suggested (LBD). The t-specific that represents the significance of the variables was
revealed as follows: the monthly communication bill (COMP) and suggested amounts (LBD) had a very
high significance, while household income (LINCF) and damages experienced with financial information
leaks had a relatively low significance. Therefore, only the communication bill (COMP) and suggested
amounts (LBD) can be used as 'rexpllanartory variables. In other words, the respondents’ willingness to pay
is highly relevant with regard to their communication bill and suggested amounts, but less relevant where
their household income or damages experienced with Internet service are concerned.



Table 3 Estimation of Wilingness to Pay Equalion

Estimalion coefficient t-specific P-value
Constant term 522625 6.8423% 7.ME13
LIMCF 0. 16180 1.3061 0, 1971488
P50 013727 1.3165 0187546
COMP 0.02193 1.89174* 0.055175
LED -0.84381 17287 2.89E-15
Log likelihood 162429
T T
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Figure 3 Acceptance Likelihood Curve of Average Respondenis

Figure 3 shows the average respondent acceptance likelihood curve for suggested amount B. The
fransverse axis shows the suggested amounts (unit: won) presented to the average respondent, while the
verfical axis shows thair likalfhood of accaepling the suggested amounts. Tha higher the suggested amount
presented to the average respondent, the lower becomes the acceptance likelhood. The bollom area of
the acceptance likelihood curve'in the Figure reflects the average WTP valua.

(3) Computation of the Amount Average Respondents Are Willing lo Pay

Table 10 shows the eslimaied amount that the average respondants ane willing Lo pay for the prevention
of damages caused by personal information leakage. The mean value is 4,625 won, the truncaled mean
vakue is 3,914 won, and the median value s 2,656 wan, The truncated mean value - locatad at the mid
paint bebween the mean and median values - was selecled as the representative valueg, since the mean
value was loo greal whereas the median value was too small,

Based on the fruncated mean value, 3.914 won per month is propesed as the amount that the average
respondents are willing to pay for the prevention of personal information leakage. A 95% confidence
interval would be 3,381-4,531 won, whﬂa a EH]"F. confidence interval would be 3,463-4,426 worn im

Table 11 } The Em-h' i was used for the confidence Interval, Mﬁ!ﬂ-ﬂﬁnu

were repeated,

100



Table 10 Amount Average Respondents Are Willing to Pay

Mean value |Truncated mean value| Median value

Monthly amount willing to pay

4,625.12 3,914.05 2,655.76
(Korean won)

Table 11 Confidence Interval and Range of Representative Amount Respondents Are Willing to Pay

Confidence interval of 95% Confidence Interval | 90% Confidence Interval
representative value 3,263.5 ~ 4,809.7 won 3,071.4 ~ 5,063.2 won

Given that personal information is mainly leaked over the Internet, the above outcome can be compared
with the utility values previously estimated for spam mail inconveniences in Korea. In a prior study, Yoo
Seung-hoon, Kwak Seung-jun and Sin Cheol-o (2003) estimated the monthly average amount or value of
losses caused by spam mail to be 1,836 won. Compared with this, as is only natural, the value of damages

_caused by personal information leaks over the Internet is much higher than the value of inconvenience
losses caused by spam mail.

The above CVM estimation outcome may be extended to the entire populations. We could estimate the
amount of WTP for the prevention of personal information leaks or the amount of losses caused by
personal information leaks by such methods as that of multiplying the above WTP estimate value by the
number of e-mail users or by the total number of households in the country.

V. Conclusion

Large volumes of personal information are being generated in diverse areas along with the growth of
Internet services and the development of IT industries. The protection or security of personal information
has developed into a serious social issue, as well as being a critical issue for the individuals involved.
Therefore, any attempt to assess the monetary value of personal information leaks with a socially adverse
influence will be highly significant.

This study was conducted in order to estimate the amount of losses caused by the leaking of personal
information. We used the double-bound dichotomous choice question contingent valuation method, which
enabled us to estimate the monetary value or preferences with regard to the protection of specific
information attributes stated by individual respondents through a questionnaire survey.

The survey outcome is summarized as follows:

3 Arrow et al. (1993)
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First, it was estimated that the respondents have a higher willingness to pay when: 1) the family income
(LINCF) is greater; 2) more damages have been experienced as a result of leaks of financial information
(PSD); 3) a higher communication bill is paid each month (COMP); and 4) a lower amount is suggested
(LBD) for acceptance.

Second, the degree of seriousness of leakage was highest for financial information. This was followed by
personal identity, communication, image, bio, organization, and lecation information, in that order.

Third, the average amount that the respondents are willing to pay for the prevention of personal
information leakage was estimated to be 3,914 won per month: This represents not only the cost of
inconvenience or the amount of losses that may be caused by personal information leakage but also the
benefit that the respondents believe can be obtained by protecting their personal information.

IT services in Korea are developing much faster than in other countries. Personal information has become
an essential factor in establishing business marketing strategies. Furthermore, the rapid development of
information and communication technology has produced new types of personal information, such as
location, bio or image information. Therefore, it has been predicted that the public damage or losses
caused by leaks of personal information over the Internet will become greater as information services
continue to grow and IT services become increasingly ubiquitous. From this perspective, the outcome of
this study could be utilized as the base data for estimating the size of the losses that can be sustained by
personal information leaks.
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