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Abstract

It is expected that utilization and expansion of cyber-space on the basis of big data, cloud computing
and IoT(Internet of Things) will be a critical factor which determines national competitiveness. In the
meantime, cyber threat accompanied by the utilization of cyber space, attacks targeting cyber space,
became enhanced and complicated. Besides this, attackers were also more organized with economic
and political intention. As a result, damage caused by the attacks targeting cyber-space has already
brought about social confusion. This paper analyzes various countries' cyber security strategy by
focusing on public-private partnership, which is one of the common grounds of the strategies.
Especially, it focuses on how each country establishes institutional framework of the partnership
related to infra-protection. The subject of analysis is limited to U. S. A, EU and Japan.

Consequently, the countries, to some degree, adopt intervention policy through cyber security strategy,
and government control is changing from voluntary self-regulation to enforced self-regulation in
general. Additionally, public-partnership is more and more emphasized.

I. Introduction

Due to rapid prevalence of internet and smart device, the use of ‘cyber-space’ becomes a

part of daily life for many people. It is expected that the utilization and expansion of
cyberspace focusing on big data, cloud computing and IoT(Internet of Things) will be a
critical factor which determines national competitiveness. In the meantime, the damage
caused by attacks targeting cyber-space has already brought about social confusion because
the attacks has became enhanced and complicated and attackers have also been organized
with economic and political intention.

Under this circumstance, many countries established Cyber Security Strategy or revised
existing strategy. However, there is no internationally used and unified definition of cyber
security and many countries individually define the meaning of cyber security. For example,
Luiijf(2013) points out the possibility of causing confusion about joint response system

toward cyber security because of no unified definition, as a result of a research on whether



each country defines the meaning and scope of cyber security or not.' According to the
research, only 8 countries out of 18, subject of analysis, have defined the meaning of cyber
security nationally. ENISA (European Network and Information Security Agency)’s report
published in 20122 also puts an emphasis on the importance of internationally unified one
definition of cyber security, and points out that each country has different approaches to
cyber strategy.

In fact, the concept of cyber security has been used since Y2K(millennium but) problem
was discussed, and it was considered in earnest with 9.11 as a momentum. However, each
country utilizes the concept in government paper based on independent interpretation because
the concept was widely used and prevalent in spite of nonexistence of unified and
standardized definition of cyber security. As a result cyber security of each country has
different scope for targeting and various measurements to reach a goal.>

Even though there are various definitions and different scopes, governmental cyber
security shares four points in general according to OECD report in 2012.* First of all, intra-
governmental mediation during both of policy making and administration processes becomes
more important. It is widely accepted that multiple organizations carry out a policy after intra
governmental opinion coordination rather than single organization practices related policy.
Therefore, strong leadership, capable of mediating differences of opinion among related
organizations, is emphasized in this field. Secondly, private-public partnership is strongly
emphasized. Cyber-space is mostly controlled and operated by private sector, thus

cooperation between public-private sectors is essential in order to properly respond to current

1 Target of researches are 18 nations: Australia, Canada, Czech, Estonia, France, Germany, India,
Japan, Lithuania, Luxemburg, Romania, Netherland, New Zealand, Republic of South Africa, Spain,
Uganda, United Kingdom, U.S.A

2 ENISAQ012a), National Cyber Security Strategies: Setting the course for national efforts to strengthen security in
cyberspace.

ENISA(2012b), National Cyber Security Strategies: Practical Guide on Development and Execution.

3 1SO presented Guidelines for Cyber security in July 2012. According to this report, cybersecurity
is related to information, network and internet protection and major infrastructure protection but

it can specially be defined as countermeasures aiming at the maintenance of stability in
cyberspace.

4 OECD(2012), Cybersecurity Policy Making at a Turning Point: Analysing a New Generation of
National Cybersecurity Strategies for the Internet Economy, OECD Digital Economy Paper, No. 211.
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threat aimed to cyber-space. This part is noticeably different from general national security
strategy, thus it is necessary to develop appropriate measures based on public-private
partnership. Thirdly, many people started to recognize that international cooperation becomes
important in this field. Cyber security related issues cannot be settled by individual state
unitarily, thus international cooperation is one of the most important parts. However,
international cooperation in this field is especially difficult because security policy generally
involves confidential information as to national defense. Forth, so-called the fundamental
values of internet is highly respected. In other words, the fundamental values of internet
utilization such as privacy, freedom of expression and the free circulation of information in
various countries' cyber security strategy are greatly emphasized. It clearly states that cyber
security strategy is based on the values. This paper analyzes various countries' cyber security
strategies by focusing on public-private partnership which is one of the common grounds of
the strategies. Especially, it focuses on how each country establishes institutional framework
of the partnership related to infra-protection. The subject of analysis is limited to U. S. A, EU
and Japan.

Advanced researches that this paper refers to are researches on institution analysis
conducted by Andersson and Malm(2007), Assaf(2008,2009), Bauer and Van Eeten(2009),
Dunn-Cavelty and Suter(2009), ENISA(2010), Irion(2012) and so on.

Il. Analysis model

This paper develops analysis based on Assaf(2008)'s research on institution analysis about
Critical Information Infrastructure Protection(CIIP). <Picture 1> states classification for

government control type according to the degree of government intervention.’

Command Delegation to] Voluntary
And Agency +* Enforced Self-
Govem:::m Control |Ei::eana:yn to Negotiation Self- Regulation
) T Regulation Market
A B { ] D E F Qa
More Interventionist Less Interventionist

5 Assaf, D.(2008) i°Models of Critical Information Infrastructure Protection,j+ International Journal

of Critical Infrastructure Protection 1:6-14.



Under 'Government Ownership' system, CIIP is owned and controlled by government.
Command and Control regulates standards as to cyber security, sets up penalties when
violating rules. Under Delegation to Agency, government authority such as security standard
appropriation and monitoring is delegated to politically independent agency. Under the above
stated 3 policies, government intervention is strong, on the other hand, the freedom of
information protection by private industries is very limited.

Delegation to Agency+Negotiation is an institution that entrusted administrative
organizations negotiating with private organizations set various standards. The various
institutions that administration organizations promote is more precipitative than restrictive.
The one more restrictive system is Enforced Self-regulation which private industries
independently develop measures about risk, process, management and performance after
autonomous consultation and then theses steps are approved and supervised by administrative
organizations. This is so-called 'Co-regulation' managed by both of public and private sectors.
Under Voluntary Self-regulation system, private sector is able to set standard and various
rules and execute them without government intervention. Generally, each industry has its
own criteria and enterprises belonging to specific industry field are required to the standard.
Additionally, Self-regulation of Market is totally based on market and each enterprise set
their own by itself. Under this system, government's role is limited to supply of criteria for
market stabilization and the implementation of information security measures according to
customer's demand.

However, Assaf(2008)'s framework has, to some extent, limitation because it only
measures the degree of autonomy of private sector and government intervention regarding
major infrastructure protection. Thus, with his work, it is unable to know whether each
country implement cyber security policy or not. Therefore, this paper also examines main
contents of each country's cyber security policy and main policy factors of private-public
cooperation as Luiijf(2013)'s research mentioned.® The target of research are can be
classified into 4 areas: policy, organization, legal institution and private-public cooperation
system. Policy part examines whether the country implement cyber security policy or not.
Organization part evaluates whether each country has department which is exclusively

responsible for the implementation of cyber security policy and the department's role as

6 Luiijf, E, Basseling, K. and de Grasf, P(2013) “Ninteen national cyber security strategies,” Int J of
Critical Infrastructures, Vol.9, Nos. 1/2, pp.3-31
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control-tower. Legal institution part examines the level of law system maintenance. The last
part evaluate whether the country has regular consultative group for the enforcement of
private-public cooperation in order to improve the effectiveness of cyber security policy and
the consultative group's communication skill.

Next session analyzes 4 factors by focusing on the US, EU and Japan and the degree of

autonomy and government intervention of four countries based on Assaf(2008).

lll. Analysis of Major Countries' Cyber Security Policy

1. The Cyber Security Policy of the US

The current cyber security policy of the US is based on Comprehensive National
Cybersecurity Initiative(hereafter, CNCI) implemented by Bush administration on January
8th, 2008. Additionally, Obama administration which started in January 2009, put cyber
security policy at the top of its agenda and presented (Cyberspace Policy Review (hereafter,
CRP) in the same year.” Currently, various cyber security policy of the US is based on the
CRP.

CRP suggests 10 short-term tasks and 14 mid-term tasks and also presents the establishment
of effective information sharing and emergency response system as short-term projects. This
project, followed by National Cyber Incident Response Plan (hereafter, NCIRP) presented by
the Department of Homeland Security in September, 2010, paved way for the establishment
of public-private information cooperation system. NCIRP, focusing on the development of
response mechanism for 'critical cyber infringement accident, is aimed for the establishment
of strategic framework such as the role and responsibility of organization, action plan,
countermeasures and recovery plan to response cyber infringement accident.

Taking 9.11 as a momentum, US government included major infrastructure as a target of
cyber threat and started dealing with this issue as national security and implementing related
executive order. In March 2003, US government integrated exiting multiple departments
charged of the protecting of infrastructure into one organization, the Department of
Homeland Security, which is exclusively responsible for the protection of national

infrastructure under Homeland Security Act enacted in November, 2002. In addition, Obama

7 Whitehouse(2009) “Cyberspace Policy Review- Assuring a Trusted and Resilient Information and

Communications Infrastructure”



administration controls and directs the implementation of national cyber security policy by
the operation of National Security Council under immediate control of White House and
appointment of Direct General for Cyber Security.

Regarding public-private information cooperation, Executive Order 13636 for Improving
Critical Infrastructure Cybersecurity signed by president Obama was presented in February,
2013. The executive order defines several things as follows. Firstly, it requests the Ministers
of Homeland Security, Judiciary, National Information and Defense to voluntarily share
information about cyber threat as a measure of information sharing in this field. Secondly, it
requests the Department of Homeland Security to lead to form consultative group about the
cyber security of ciritical infrastructure with stake-holders. Furthermore, under the leadership
of National Institute of Standards and Technology(NIST), Baseline Framework to Reduce
Cyber Risk to Critical Infrastructure was developed. However, the executive order has no
right to establish and introduce framework, but only aims to support each organization to
reinforce voluntary cyber security.

The degree of US government intervention in regard to cyber security policy and realted
public-private partnership are now based on Voluntary Self-regulation, and US government
also try to remove obstacles for the promotion of self-regulation. Additionally, various
information cooperation system and support organization were established under the
leadership of the Department of Homeland Security. However they are not enforceable but
play role as a mediator for effective information sharing. However, it is possible that US
government intervention into cyber security policy can be strengthened as Assaf(2008) states
that Enforced Self-regulation is implemented for chemical and energy industry.

As a indication of changing to Enforced Self-regulation, the implementation of cyber security
law, which Obama administration carry out with the introduction of executive order-13636, is
highly possible to apply Enforced Self-regulation to various fields of industries other than
chemistry and energy industries. Cyber security law has not still been specified because some
parts of the law is overlapped with other laws, but US government still tries to change

Voluntary Self-regulation to Enforced Self-regulation.

2. The Cyber Security Policy of EU

Cybersecurity Strategy of The European Union: An Open, Safe and Secure Cyberspace
was presented by European Commission(EC) on February 7th, 2013. The strategy seems to

be based on the action plan of ‘Digital Agenda for Europe(DAE)' presented as EU's
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comprehensive cyber security strategy in 2010. DAE consists of 101 actions plans of 7 fields.
13 action plans out of 101 are related to cyber security. Additionally, the government placed
7 action plans on top priority tasks. The Cybercsecurity Strategy of The European Union can
be evaluated as one of the achievements of the 7 action plans.®

The Cyber Security Strategy presents 5 specific action plans and coordination scheme
formation, consisting of stake-holders in related public-private organizations such as EC,
ENISA(European Union Agency for Network and Information Security) and EC3(European
Cybercrime Center) in oder to carry out the 5 plans.

Network and Information Security(NIS), which is enforceable to successfully carry out the
plans with Cyber Security Strategy, was suggested. The NIS, aiming at the protection of
information security by setting up unified EU standard, regulates the monitoring of online
stability and the establishment of CERT.

The fact that existing voluntary regulation system of EU system had not responded to
cyber infringement action and cyber threat enough played a role as a momentum of the
suggestion of the NIS. Under this circumstance, EU suggests government guideline which
allows more government intervention. Article 2 of NIS regulates minimum harmonization.
Under provision 2, minimum unified cyber threat response measures are applied to EU
member states and enterprises but a further implementation of security measures can be
developed in accordance with each state's situation. In other words, the NIS regulates
minimum responsibility that EU members have to comply with.

Moreover, ENISA established to support EU members's infomration security measures in
2004 plays an important role in the enforcement and management of various measures based
on the NIS. Recently, ENISA presented National Cyber Security Strategies: Setting the
course for national efforts to strengthen in Cyberspace as a security strategy guideline for
member states in May 2012.° Also, National Cyber Security Strategies: Practical Guide on
Development and Execution was introduced in December, the same year.!” Moreover, thanks

to the foundation of the regulation of strengthening of function in June 2013, cyber security

8 European Commission(2013) “Cybersecurity Strategy of the European Union: An Open, Safe and

Secure Cyberspace”
9 ENISA(2012a) National Cyber Security Strategies: Setting the course for national efforts to

strengthen in Cyberspace.
10 ENISA(2012b) National Cyber Security Strategies: Practical Guide on Development and

Execution.



policy and legal institution related supports were expanded for ENISA. As a result, its right
of intervention into member states' policy and institution was expanded as well."!

For public-private cooperation of the EU, EP3R(the European Public-Private Partnership
for Resilience), based on ENISA as an information sharing network, was established. E3R is
a framework that encourages both of government and private sectors to participate in policy
making and strategic decision making for critical infrastructure protection and resilience
strengthening. '> Essentially, E3R aims at the construction of environment for trusted
collaboration. For this, so called Voluntary'Self-regulation system, which allows only limited
member' participation, is applied. However, it is expected that EU also change its way to
Enforced Self-regulation after the authority of E3R becomes strengthening with the
enforcement of cyber security strategy and NIS.

3. Cyber Security Policy of Japan

Japan started to organize functions and system related to information security issues in
order to strengthen government-centered system by reexamining government roles and
functions regarding the issue in December, 2004. Furthermore, in April 2005, Japan also
established National Information Security Center(hereafter, NISC) as the control tower of
information security under the authority of government. NISC is responsible for forming
national information security strategy and plays a role as all-source situation room under an
emergency situation. Moreover, it also establishes safety standard which set up the level of
protection measures for critical infrastructure and manages CEPTOAR-Council aiming at
public-private cooperation as well.

Japan suggested the basic idea and policy direction of information security by establishing
The First National Strategy on Information Security : Toward the creation of a trustworthy
society in 2006. After this, Japan has been continuously establishing and modifying
information security strategies, and finally founded cyber security strategies in 2013. In this
strategy, the target area of protection was expanded to cyber security strategy recognizing the
importance of cyberspace from information security centered strategy. Also, Japanese cyber

security strategies have a lot in common with those of the US such as the establishment of

11 ENISA(2013) REGULATION (EU) No 526/2013 OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL of
21 May 2013 concerning the European Union Agency for Network and Information Security

12 EP3R(2010) “NON-PAPER on the ESTABLISHMENT OF A EUROPEAN PUBLIC-PRIVATE
PARTNERSHIP FOR RESILIENCE (EP3R)”



public-private cyber security standard and the formation of information sharing system
among stake-holders. Besides this, Japan also tries to exercise global leadership by presenting
J-initiative for Cybersecurity. Especially, Japan also makes an effort to contribute to the
formation of international cyber security standard.

In case of Japan, the degree of government intervention is defined by Voluntary Self-
regulation and each government department manages public-private cooperation system. For
instance, the Ministry of Internal Affairs and Communications organizes public-private
council, so-called Telecom-ISAC Japan with communicative enterprises and the Ministry of
Economy, Trade and Industry also manages information cooperation system with people
engaged in manufacturing industry through Initiative for Cyber Security Information sharing
Partnership of Japan(J-CSIP). In this case, each government department promotes its own
cooperation with private sectors case-by-case. However, Japan expresses its willingness to
implement government-driven strategies by forming cyber security governance council
encouraging public-private partnership as a measure of overcoming difficulties in

interdepartmental cooperation.

IV. Conclusion.

According to analysis, the US, EU and Japan carry out strategies from the perspectives of
cyber security. In the case of the EU, member states are, to some degree, different from each
other but every member state recognizes the importance of cyber security policy in common.

The development of ICT and the entry into smart society surely makes our lives affluent and
expose us to much threat at the same time. Every state shares the same concept regarding this
issue and its countermeasures are also very similar. The important features are as follows;
Firstly, it establishes strategies which comprehensively include cyberspace. Secondly, public-
private cooperation system under the authority of government tend to be strengthened in
order to smoothly respond to major cyber security accident before and after the accident.
Thirdly, the way of government intervention into private sectors is changing to Enforced
Self-regulation. This trend implies that cyber security related issues are too difficult to solve

problems by completely relying on private autonomy.
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American Consumer Behavior on the Internet under
Self-Imposed Control of Tailored Advertising

NAGAMNATSU. Toshifomi
Tottori University

1. Function of Tailored Advertising and
Consumer Behavior

1.1 Objective
According o Investopedia, definition of
Tailored Advertising' is as follows;

“Marketing and advertising campaigns that
place emphasis on the needs and wants of small
sets of people or on an individual consumer, as
opposed fo fargeting a mass audience. Tallored
advertizing may involve providing a coupon for
& specific type of good or service based on the
past purchases, using demographic information
to present an advertising message to a particular
market scgment, or TUNNING a Campaign
designed for a specific cily of mero ared.
more  specialized, tailored
advertising tends to be more expensive to
develop  than advertising™
{hetpe/voww.investopedia.com/terms/t/tailored-

Because i B4

miass-market

advertizsing asp#ixzzia}bpzEdx)
In the United States, the telecommunications

network and related applications are an

important cconomic resource. The purpose of

this rescarch is the establishment of network
environment for making onling consumption
safe in information society,

Fig. 1.1 shows the market size of Tailored
Advertising, As seen. the share of Tailored
Adwvertising in Internet-based advertising in the
United States has increased gradually. The
shares are 2008: 3%, 2009 4,1%, 2010; 4.9%,
20011: 5.4%, end 2012: 6.0%.
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Figure 1.1 Market Scale of Tallored

Advertizsing in US,

Source: e-Markeier

1.2 Functions behavioral targeting
advertising.
According to the Ministry of Internal

Affairs  pnd Communications (20107 in
Japan, The functions of  Tailored
Advertising  are  divided into its

company-type and an outside-tvpe, This
classification depends on a server's array
[ Tailored

Advertising presenis

slatus the company-type,
the

corresponding to users' mvolvement when

adveriisemenl

users nocess the company's website, [n

addition, it i& carried out once based on the

of Information, including access

Iypes

[nformation of the user who accessed o
certain husiness site.

The capability can be classified as follows
of Affairs

Communications):

(Minisiry Imternal and

- Landing Page Optimization (LPDOY),
The Web page corresponding to a user's

inclination is displayed automatically.



- Onsite Optimization (OSO).

The web content corresponding to a user's
inclination is optimized. OSO is adapted to
the user's inclination and generates a web
page. (Commendation: The article that suits
a user's inclination from past purchases or
behavior information is introduced).

Moreover, the Ministry of Internal
Affairs and Communications (2010) has

typified Tailored Advertising as follows;

- Tailored Advertising.
Tailored

information on the user's Internet.

behavior
The

behavior information history, stored in the

advertising  uses

Web, is the information related to browsing

or accessing a site. It utilizes users'
behavior information, distributes the
advertisement corresponding to their

appetite to suitable timing, and heightens

the cost performance of the ad.

- Search Advertising.

This corresponds to the keyword inputted
into the Internet search engine site. It
the

related to the information being sought by

efficiently displays advertisements
the user. Since the inputted keyword has a
user's high involvement, he/she raises the
rate of clicking an ad. Exploitation of
search advertising is increasing by the
increase of searched-type portal site. In
addition, this advertising type's fee is
usually decided by bids. An owner of an ad
bids for the keyword mostly searched for by
a user. Such keywords make the average of
the bid price high.

- Attribute-targeting Advertising.

The site that provides customized service
corresponds to a user's inclination, and
chooses the points to display. In this case,
the user has a login ID. This refers to the

user's profile data (age, sex, address, etc.).

- Contents-matching ad.

This advertising type automatically
displays the ad relevant to the website's
content. An advertising delivery site

distributes the ad corresponding to the
content of the site. However, since the
individual data input of a delivery ad is
the

and

analyzed
that
displays the high ad of relativity is used.

content is

the

inefficient,

automatically, structure

2. Self-restraint in the United States

In July 2009, the advertising associate

which
independent Regulation is requested to the

member issued a statement

as
website which collects consumer data.

The purpose of this self-restraint is for
making the circumstances of a repertory
and analysis of consumer data clear to
consumers. That is, the subject of the right
of of

clarified with

control

consumer information

their being consumers.
However, to initiate this, the FTC requested
for the self-restraint of Tailored Advertising.
The concept of self-restraint is described

below.

(1) Education: A related associate member
strives to enlighten or educate consumers

and businesses about Tailored Advertising.



associate
the

consumer data acquisition and analysis

(2) Transparency: A related

member clearly shows consumers

from Tailored Advertising.

(3) Control by consumers: Consumers can
be made to undertake data acquisition and
of by Tailored
Advertising. The business that offers the ad

analysis consumers
has to get consumers' acceptance, and has to

ensure anonymity of data.

(4) Security: Businesses have to undertake

thorough measures for security.

(5) Accord to change: Businesses certainly

get consumers' acceptance when they

change the direction of consumer data

acquisition and exploitation.

(6) Secret data: Data acquired from infancy,

medical and financial data strengthens

protection also including privacy. The

business has to get a conservator's

acceptance, when showing a less than
child behavioral

13-year-old targeting

advertising.

(7) Accountability: A related associate
of

self-restraints, such as monitoring Program

member  strives  for  actuality
of breach of compliance. In addition, the
associate members who took part in this
AAAA

of Advertising

Association of
IAB (Interactive

Advertising Bureau), and BBB (Council for

self-restraint development are
Association
ANA (The

Advertisers),

(American
Agencies),

National

Better Business Bureaus).

3. Tailored Advertising and the U.S.
consumer trend.

According to the investigation of Turow
and Joseph, many U.S. consumers are
critical of Tailored Advertising. According
to Table 3.1, U.S. consumers exhibit a
negative reaction to advertising display
(70%). Moreover, it is half-and-half by all
means of discount coupon ad. Furthermore,
60% of the consumers are negative to news
discovery. Eventually, consumers are
negative to the function in which their

inclination is pursued.

Table 3.1
accessed website pursues
inclination for (n=1,000) (%)

Allowance about what the

consumers'

Type Positive | Negative | Neutral

Ad
consumers'

relevant to

66 32

inclination is

shown.

Discount
relevant to

consumers' 49 47

inclination is
shown.

News relevant to
consumers'
inclination
shown.

57 40

is

Source: Turow, Joseph, et al., Americans
Reject Tailored Advertising: And Three
Activities That Enable It, September 2009,
p.15

According to Table 3.2, there are many
answers of "no" among aged persons about
Tailored Advertising. In particular, among
people aged 50 and above, about 80% deny
and the person of still higher age denies this.




Moreover, a Tailored Advertising cut is in

almost the same status. About 60% of

people aged 50 to 64 years are also negative.

Among people aged 65 and above, 70%
exhibit Tailored

advertising for news has almost the same

a negative reaction.
status as that of discount. This could be
attributed to the fact that conservative and
traditional people like senior citizens are

quite critical about new technologies.

Table 3.2 of Tailored

Advertising according to generation (ad,

Analysis

discount, and news)

18 | 25 | 35 | 50 | 65
Positive/

~ ~ ~ -~ ~ Total
Negative

24 | 34 | 49 | 64 | 89

Tailored Advertising (ad)
Negative 55 159 67|77} 82 66
Positive 45 | 41 | 33 | 23 | 18 34
Tailored Advertising (discount)
Negative 37 |44 [ 50| 58 | 70 51
Positive 64 | 56 | 50 | 42 | 30 49
Tailored Advertising (news)

Negative 54 | 52 | 57 | 62 | 68 58
Positive 46 | 48 | 43 | 38 | 32 42

Source: Turow, Joseph, et al., Americans
Reject Tailored Advertising: And Three
Activities That Enable It, September 2009,
p.17.

According to Table 3.2, the feeling and
behavior toward tailored advertising may or
may not necessarily originate in consumers'
the

perspective, the higher age group is critical

attribute. For example, from age

and careful about tailored advertising. This

is because they are conservative and

relatively less open to new events or

functions that they do not understand well.
Tailored Advertising involves new media,
and therefore, the higher age group tends to
avoid it.
Next,

variable with age about discount ad that

it is not an explanatory huge
may be used as the merit on consumption.
That is, the degree of acceptance for
Tailored Advertising with respect to
50%.

Eventually, the influence of age is not very

discount ad display is about

significant. As a characteristic of the
consumption behavior on the Internet,
people search for various merchandise
information, and have a strong aim to

purchase goods with lower price.

4. Tailored Advertising and the
consumption-behavior factor

Tailored Advertising serves as an aid for
consumption behavior. That is, it has a
consumption-behavior-promoting capability
on the Internet. However, comprehending
the actual consumption behavior is used for

sales

promotion activities such as

marketing.
On the other hand, Tailored Advertising
accumulates the data of the individual
consumption trend. However, it is indefinite
about the assurance of an asylum of
anonymity, or

privacy and personal

information. Such an unstable institutional
Tailored

now gradually gaining

challenge carries out actual.
Advertising is
importance as a present-day ad, as a result
of technology innovations.

When the of

regulation of Tailored Advertising and

we

analyze relation



consumption behavior, the consumers who
like it deny regulation. If it is harmful and
is infringing on consumers' right, it should
be regulated, and will not become
consumers' behavior- promoting factor.

On the other hand, a question arises if it
should be regulated from the perspective of
the information content of  the
Internet-based ad. That is, is Tailored
Advertising information harmful for all or
only some consumers?

As per my understanding, harmful
materials (Harmful Information) invade
others' rights. They include actionable
fraud, assault, false information, etc. The
issue of Tailored Advertising is not the
problem of content of the Information but
the method. That is, they are not harmful
materials if the advertising content is
proper, irrespective of Tailored Advertising.
Next, I discuss troublesome Information
(Offensive Information). Although this does
not infringe on others' rights, it increases
others' displeasure and feeling of repulsion.
Therefore, this is considered troublesome
information if some consumers are negative
to Tailored Advertising. However, if it says
from a point of regulation, the regulation on
harmful information will be approved
positively, but the regulation on offensive
information is difficult.

Consumers actually presuppose that
positive/negative is  half-and-half to
Tailored Advertising. In this case, if the
Government regulates this, it will
extinguish affirmative consumers' benefit.
That is, an inequity arises socially. From
the perspective of the content of
information, the positioning of Tailored

Advertising is as mentioned above. In this

case, a strong regulation is not desirable.
Therefore, flexible regulation like a
self-restraint of related association is

appropriate.
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Study on Sensor Networks for
Elderly People Living Alone at Home

Eiji Acki, Shunichi Yoshitake, and Masaki Kuba,
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Abstrace—-0n this ﬂIﬂ‘j. It is rapid increase :Eﬂ.ﬂ'l:' Tmpph-
living wlone due to changing sockal structire, bow 6 research ond
developnient that can resohve msinz sensor netwerks. A large
burden takes on fumily and significant pativnal budget of secial
seeurity cosis take af pressut. Moreever there are many aocidemts
for super-elderly at hone or loneines death lappened. We pay
allention to movement tracking of elderly people by several
differciat types of sensor equipments. I8 foceves watch care for
acchilent prevention like Fall dows b & roem, corridors, amd a
budbhroam, When we research and development. It s vepeated
verificalinn for proamating efforts to practical mse in the fatare,

L MNTROGUCTION
According 1o the aging society White Paper 2014 in Japan,
over 63 years population is about 31.9 million people relative
o the total population shout 1273 million people. The
population aging rate is 25.1% ot the time m Cetober 2013,

Fiz. . Trends and fisture estimutes of aging This seurce of fgare refers
to While Paper of Cabizet office.

According 1o estimptes of Mational Instine of Population
and Social Security Research, elderly population will mise in
the future, population aging mle poing up to 33.4% in 2035, 1f
contine current situation of secinl conditions that it is meant
o b super aped socisty exactly.

Om the other band, population aging rate has reached 28.6%
in (Hta Prefecture in October 2013, In comparison with the
national avernge are higher 3.5 points. Looking around overall
lapan, trend with the exception of Okinaws Prefecture,
population aging rate increnseés as it goes o rural urban areas
can be seen. Most major cities amd big cities, aging rate is low,
inclnding Tokyo, This is remarkable when compared o rural
districts and profectural capital 10 Oita Prefeciure, o the
sparsely populated municipalities, regional popukation sging
ratz is more than 404 is also nol uncommon.

This wark was sappented in part by Ministry of Ecosomy, Trade

wnd Industry (METT) in Japan, Bobol care equipment developmenl
and introdustion Prossotian Progmm.

ATR-1-4T98-B745-011 54310082015 [EEE

I, PASTEXFERIMENT

The povernment submils White Paper évery vear as aging
sochely measures in symbiosis social policy against such many
issues. In terms of research and development related nursing
care equipments that " order to achieve a reduction of cure
helper burden, o promele seci@l  paricipotion  cnd
independence of elderly people 1o be necessary 1o carry out
rescarch and development of medical amd wellare equipments
that lakes indo account characteristic of elderly people”,

Az a result, we starled fo develop the prodotvpe that high
level needs for a mechanism. The prototvpe that has been
described by the institute iz a ploneer in effors w medical
Sony, adopted fechoology developed in the smudy of pulse
diggnosis. The waveform to be originating from a vilration
sensor colled a plezoelectne element that was ploced on a bed
frame. It 15 obiained by analyring algorithm to notify cane-
givers ermor alarm,

=l on o m e
-fnll fercoRscous of o bod

Fig. 2. Basic structure of i prosatype,

., DEVELOPMENT

A Circumsiances

There are many people of accidental deaths at home about
13 thousand every year, and about #0%, 10 thewsand is clderly
people. In comparison, look wp traffic death that i about 5
thousand people. Which means elderly people should pay
piteation 1o fke bath and when an accident ocours it would be
peed some help. IF it is living with family that will prevent
serious accident by first aid or avoid severe impaimment

TABLE |

ACTIOENTAL DEATHS OF ELOERLY PEOFLE AT HOME
Couse of deith Elderly people Al genermtion
Dineaming bathrocen FATHREY) 356
Sufipcation by mspiration A.233R4%) LESH
Fall down 3_LANET) 257h
Exposee by smake and fire TOMEE) 1,142
Cthers 0114585} 1.215
Tivinl 12,0 007G 12,873

——p Y
This source refirs b0 “Domopgrphic survey 2009 by Ministry of Health,
T adww el Welfare



B Doppler radar

The Doppler effects means phenamenan of wave frequency
of is ohserved differently by the presence of relative speed
hepwesn source of wave and ohserver. Therefore we use Lhe
Duoppler radar by observing the shift of the frequency duc to
the Doppler effects to measure the moving speed of the
observation target only rather than posttion.

E-(@N)

Fig. 3. Inapo of Doppler mdar for measurcmenl B wavy hal movement
of giderly penple

2

1} Bathroom

Inseall af a wall of high position of dressing room towoard o
bathraoan to deteet fall down o drown 0 a Bathb |'.'|:|.'
momeninm galeuintion of the Doppler sensor,

2y Living rooim

Install at o comer of high position of & moom covered whole
spaces 1o detect fall down by momentumn caleulaton of the
Doppler sensor,

) X-band Doppler Sensor Module

This specification covers the peneral requirements for X-
band microwave Doppler module. This module s designed for
mwstion sensing applications, It consists of DRED |Diclectric
Resonator Oecillator). balanced Schotiky Bareier [hode mixer
and Migro- sirip Paich Antermas,

C, Development simmmary

We develop M2M communication equipment amnd four types
of sensor that useful life is assuming 10 years, caleulated from
useful life of machine parts monufacturers sz a basis. Thewr
installation time % approcimately 2 loors o move on. All
equipments commumnicate regularly with cloud cemter that i

anomaly or big braak oul, possible to remote surveillance, We
adopt remote maindenance method,

TADLE D
TYEESOF DEVELOMMUNT EQUIFMENT

Calegory Welght  Height  Lengih  Widih
MIM commmmicalion 200 Tem 10cm 18cm
Clpen Seisee Jag lem o Tem
Mdotinn sessar 12ig dem Dz e
Ti arare ard h i
btz UMY aar em GEm D
Dlinprpler sensor 20 Hiem J0em Tem

Tempermture and humidity sensor i used for et siroke prevention.

Compatsbtlity and scalability are required for equipments,
particularly M2M communication connect several kinds device
and softwure, implemsent a generic interface, Therefore we
imstall with & Linux OF in the CPU bage.

IV, CosCLUSIoN

We have venficd user point of view development of the
prototype and market research in the field wials, Therefore we
coptine to try 1o leverage new icchnology and devices:
Moreover to introduce connectivity system wang call center as
well, Integrated sensor nebworks realize giving reassumnee tor
a family and ciderly people o5 0 whele service, According 1o i
questionnaire survey, 87% of family worry about their parcnt
living alone, 64% of family want nursing watch core senace,
46% of family wse such service time 15 coming.

Fip 4. drheniew imape of nursing, waich care service ﬁ:u'l':.I peuple
living alpae 52 bame

The features of this service are inexpensive even initial and
running  cosl  because  thinking  abowt a3 way of dafa
communication, and wide range cover in bome that several
different types of sensor using depends on circunstances, and
easy to mounting and maintenance that sensors are solar cell =0
no nestd changing battery and no need wiring by wireless, and
new  construction  work  is oo need  for dedicaned
communication line of this service,

However there are some issues, data of scnsors are motl
perfect all time, it is necogsary bo increase the accuracy of data
and equipments quality. We hope to continue that this research
and development, because sensor network fechnology will
progress more and supecimpose the verfication with users.
That &5 also overcome social issues, it will lead to fhe

promotion of safe and secure wrban development for elderdy in
FegiL
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