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Abgtract— Information visuplization bos been studied as = ey
techmptogy In [CT (Information and commuanications technalogy)
far accurstely foding mecessary data sets in oa deluge af
information, Although the visunlizotion allows humon to guickly
sigrvey huge ameunts of information and spot an important part
in the Web, il makes informatien exploratian excessively rely on
humnn visual sensation. A human computer intersction [HCT)
method stimulating five senses 5 more nataral way for providing
imtuitive man-machine interactions. We propose & melod for
further enhancing the intuitiveness of the infernction method by
lmtcprating hapthe modality with the traditional vissalizatbon
techmique. The hapiic modality adds “touch amd taciile
sensations" on the interface structure, While some haptle dovices
become cammercially available, inteprating the haptic channel ta
application systems is not an easy task. The developmaent of good
haptie inferfoce requires specinl knowledge en the mechaniims
of haman tosch scasations and shills for deslgning and writhg
device-spetific prograngs Tor conirolling  the devices, We
implemented a8 device Independent deslgn framework for 3D
haptic applications. The propesed framework consisls of
multiple design toods almed 2t differeat wser levels from end
users without programming shills to expert developers.

Keywords- taciile arnd force feedbocks; Fapfizedon; luwaan
fereh sersenion; fapic device; visenlizotion

I INTRODUCTION

In everyday life, we ordinary waste fremendous enery and
time for finding, selecting, ond levernging  necessary
information among & huge vanety of Web contents through
maobile mformation terminals such 25 network PCs, cell phones,
and PDAs. The aopplication systems becomes  more
wphisticated and diversified and their contenis mel massive
and complex from rough data such os numencal vakwes and
simple texts to visually presented ones such as larnge GIS
database. [nformation visualization takes full advanizge of the
cognitive capability of heman vision and has been drastically
mproved information  distribution both guentitatively and
qualitatively. The recent exploston of published information,
however, prevenis users from spoffing an impartant part in the
Weh and making juedpments rapidly and accurately based on
Web browsing. An enhanced YWeb browsing enviromment

This work wes sapporeed inopas by Minksiry of Insemsd Affies el
Communikalions (MIC) = Japan, Sirategic Informmation aed Commmmimictons
R&D Prorection Programme (SCOPE) No. 00T 31 0005

Figure |, Seaable’s PHANTOM OMNI™ force fesdhack device fior
tonching a soft objeci (an miemal orgas maded),

.E.F'ﬂ'fl.ull..-.f::
Figure 2. Immersian’s TouchScreen™ device far typing & keyhoard with
metile 2enealions prodented an an LCD d.'r!plw.

enabling the users to quickly and accurately surveyving and
analyzing muliimedia information is @ crucial issue 1o
implement in human computer interaction (HCT) research field.
Resalving the digital divide for elderdy and physically-disabled
persons is another imporiant e 1o atack,

Information “haptization™ for making varous data sets
tangible ontitics aftracts increasimg  attentions  from  many
mescarchers  [1] The touch-based  imteraction  methods

=i, W 2 E CSAComputer Scipnce and its Applications) EfEE 00 E 2/ B 128128, BE TERLALOTES,



strengthen the intuitiveness for sending and presenting
information through the Web, providing visually-/hearing-
impaired person with an effective alternative for recognizing
and utilizing digital data, and realizing a universal ICT service
platform covering different generations and skill levels.

There are commercially available haptic devices for
designing application systems based on the touch sensation.
Figure 1 shows a 3D organ simulator with PHANTOM
OMNI™ force feedback device by SensAble Technologies,
Inc. [2] When a user touches the surface of the internal organ
model by using the PHANTOM device, he/she can feel some
features such as the sofiness (stiffness), shape, and surface
material of the 3D model as reaction forces generated by the
device. Flgure 2 shows another type of haptic device called
TouchScreen™ haptic display by Immersion Corp. [3] When
a user touches GUI objects (array of keys on a keyboard in
Figure 2) rendered on an LCD display, he/she feels a realistic
tactile sensation as if he/she really pushes the keys. The device
presents such tactile sensation by vibrating the whole screen.
Because these devices provide different mechanisms for
generating force and tactile feedbacks, users tend to spend
large amounts of time for understanding a control method
specific for each device and mastering programming

techniques by using a proprietary software development toolkit.

As a result, similar programs developed for different devices
cannot be shared.

We propose a unified technical framework for easily
developing touch-based interfaces and their applications
targeted at running on different haptic devices. The proposed
framework consists of multiple design tools aimed at different
user levels from end users without programming skills to
expert developers. The target equipment supported in the
current framework includes two different types of haptic
devices, PHANTOM and TouchScreen. It enables the users to
efficiently design the touch-based interface and easily integrate
the interface to various application systems. In this paper, we
elaborate the implementation method and target application
scenarios of the framework.

II. RELATED WORK

Although the study on haptic technology becomes a very
hot field, many research trials aim at inventing new devices
and finding control methods to pull out maximum hardware
capabilities of the invented devices. In contrast, we focus on
the human-device interaction aspect and try to ease the
customization and optimization of the haptic device interface.
There are some approaches for easily constructing the haptic
environment by providing a common software library [4] and a
web-based haptic authoring tool [5]. Some users especially
non-programmers cannot use these systems because they still
need some programming efforts.

There are some haptic applications developed for

integrating the haptic devices as one interaction channel in

virtual reality systems. Those include a virtual surgery
simulator [6), a virtual sculpting system [7], and a 3D painting
system [8]. Although they are significant trials for
demonstrating the potential capabilitiess of the haptic

3D Haptic
Applications APy
Design Tools fo;'designing haptic
Tools sensatlons for applicatlons
Device- | pHANTOM TouchScreen | ¢ o o
Dependent driver driver
Software ~
oo
Hardware

TouchScreen

PHANTOM

Figure 3. Technological framework for effectively sharing and using the
different types of haptic devices.

technology, they are not enough for raising an issue of
practicality of the haptic technology.

In this paper, we propose a technical framework for
intuitively designing and custommng the haptlc interface even
if the users have little experience on programming and system
design. We also show a set of design support tools developed
based on the proposed framework. The framework and its
derivative tools allow wide range of users to achieve the haptic
device integration without paying attention to any technical
details.

III. FRAMEWORK IMPLEMENTATION

A. Framework Architecture

Whereas the haptic modality is becoming a popular
technology in an HCI field, there are several problems to solve.
The biggest one among them is the diverseness of the haptic
devices and their control software. Human tactile sensation has
no particular receptor and is responsible for various senses
across an entire body. Therefore, developing a single device
covering all senses is impossible in sharp contrast to the vision
(display) and hearing (speaker and headphone). Accordingly,
so many research and commercial devices targeted at
stimulating a specific sense have been developed. Because
these devices have their own mechanisms for presenting the
force and tactile sensations, the users need to incorporate the
devices into their application systems by using
nonstandardized control programs and development Kkits.
Although the haptic devices should easily be customizable as
interface devices, effectively using the devices is an extremely
difficult issue for the users with no programming skill.

We architected a technological framework as shown in
Figure 3 for effectively sharing and using the different types of
the haptic devices. As shown in the figure, the design tools
layer lying between the device-dependent software layer and
the applications layer absorbs the differences of devices’ and



| A) The syaiem shoras nine stone Badda head models with different

haptic parameter values; therefore, esch model bag a JifTonen
“toach” peneation

[B} The “filneis bar"' cepresenting the user's miimg For u.d1_nﬂd-¢| T
placed am the right side of eazh model's sub-window, Tho user
elieka the lglt mouss button to increment the mabe ond the right
buttea for decrement.

(C} The user wowches all sone models one-by-one usng the
FHARNTM davics and respond 2 “filness” value (how good or
bad "sexre of iouch™ for the targei)

Figure 4. An ieczesciive design vool wegeied for novies FHANTOM wser.

their seftware specifications, enabling the applications o share
ihe devices, The iools lover also provides multiple design
support tools and inderfaces depending on the knowledge,
cyperiences, and technical ekille of the users. Accordingly, the
framework supporis & broad range of users from novices bo
skilled experis. We describe fhree types of design toolks
targeted at the different levels of the users.

8. Design Support Tool for Nevices

A hig barriar prohibiting the progress of haptic technology
i that customizing the haptic devices 5 too difficult for
commen users who have litde programming and system design
expeniences. For example, medical applications such as
surgery simulntors are one of the most promising fclds in the
haptic technology. In these applications, reproducing realistic
gersations doctors usually perceive when they are performing
o physical exam or an aperation is a mandatory function. Such
sensations need to be designed and inspected by the doctors
themselves because they are the sole practitioners who know
the real sensations. It 15 therefore extremely important that we
provide a ool allowing the users to imtuitively substantiaie
theeir desared sensations as well as hiding mechanical features
and operational parameters of the haptic devices.

To solve the above mentioned problem, we developed a
wol for the PAHNTOM device as shown in Figure 4. It
simultancously displays ning 3D models {stone Buddha head
models in this example) with predefined different haptic
senzations, The users can touch all models one by ope via the
PHANTOM device and check how different touch sensations
attached to the modeks, Next, they subjectively assign a value
for each model corresponding 1o the degree of the users” “likes
or dislikes™ for each generated haptic sensation. The value

Slldery for menuplly seiting
parameler valses hy draperiag
-_5' parl Frers wdde ta lde

.

Figiire 5. A eanunl design tood tergeted foe slalled PHANTOM usir.

specified by the users is on a scale of 1 to 5, the worst preferred
sensation o the best commesponds to 1 to 5. Then, the tool
activates a genetic algorithm (GA) engine for evolving the
models according o the users” preference. The GA engine uses
e users' ratings 2= fitness valoes for simulsting natusal
selection by executing crossover and mutation over the curret
sel of 30 models and discovering more preferred  haptic
sensations based on the users’ evaluations. The PHANTOM
device parameters are encoded in a chromosome to be evolved
by the GA engine. This “rating-dscoveny™ process is itcrated
until the wsers find a satisfactory result [9] [10].

This tool enables the users to casily design any target
sensations by only expressing their preferences for candidate
models withowt regard o PHANTOM device parameters. It
requires no progumming and system desipn expericnces for
the uscrs. We conducted soame subjective tesls and verified that
the too] is wseful eapeeially for users with no programming and
3D authorimg experiences [11]. We also found that the ool &=
quite cffective for desipning abstract sensabions such as
“eomforable” and “frustrating™ sensations.

C. Design Support Tool for Experts

A bip advantage of the novice tool descnibed in previous
suhscction is 1o allow the users o casily convert their target
haptic sensation in an abstract form inte a tangible form. The
ool, however, is not adequate fo elaborate the devics
parameters For finely tuning the existing sensations. The lack
of the fine tuning option makes the ool insufficient for expert
users who have programming skills.  Consequenly, we
developed another tool for allowing such experts to dicecily set
and adjust the haptic parameters.

The tool shown in Figure 5 enebles the users fo manually
set the following PHANTOM device parameters:

- Twa copstant values, “stiffoess” and “damping” for
controlling the stiffness of a 3D virtual object,

- Two constant values, “amplitede™ and “wavelength™ of 2
sinusoidal function, for generating a tactile texture on an
object surface, and

- Two constomt values, “swte” and “dynamic” frcton
cocfficients, for defining o fmctton effect on the object
suriace.



vRave”™ and " Restore™ batiors of dofined paranscier scis
e for sty “hetare” and Velles" etfedts oo LT eserahion

“Replay” batwon 1o verify the defined scrastica

i wee 4= Titarial” = | |l oo

| - SER A B P e

| “Rewsi® “Bemo" “Samgple’
Figure & A manunl desipn tool inngeied for skilled ToochSoreen niers.

These parameters are used in a process for calculabing a
reaction force exerted at the time of a collision between a
virtual model and the devics, Appropriately defining the set of
parameter values requires the users the deep understanding of
the PHANTOM device. They should be familiar with the
operation property of the device and the physical simukation
model used in the force caloubstion process, In such a light, the
ool is suitable for the experts. We conducted & comparative
experiment between the novice [as described in previous
subsection) and the experi tools. We asked subjects for
designing same sensafions by usimg both tools and queried
them on which was better to create the target sensations, Then,
we found the highly skilled users tended fo select the expert
to for the desipning task [11].

The tool shown in Figure 6 coables the experts to mansally
set the following TouchScreen devicr parameters for desigming
“touchable™ GUI components:

- Base effect among three alternatives, “palse”, “crisp”, and
“smooth,”

- Relative magnitude, duration, and repeat length of
vibruotion, ond

= Cadence effect of vibeation

Whereas the PHANTOM device presents the touch
sensations vin the reaction force generations, the TouchSereen
implements actile feedback by vibmating the whole screen
pancl. Because of the strucneral differences, the sets of tunable
pirameters arg totally different balween the two devices, As
shown in Figure 6, o set of butions placed in the ceniral area of
the screen are used to precisely set and adjust the above
mentioned vibration parameters. This tool allows the users o
create various vibration effects for improving the reality when
they opesate GUI compones rendered on an LED display,
For example, ina “press button™ operation, & realistic “bumpy”™
feeling of the bullon can be expressed by giving different
cffects on push down and posh up separately. The users peed
gome knowledze on human touch sensation and findings

S TR
verifcatbon Geld
i5VF)

Figuis T. Propoasd eclectic™ tood implementied fior majoriny 10T users.

paramcter selection Field (FSF)

acquired in experimental psychology for properly setting the
combinations of different sensations [12].

0. Eclectic Tool for Mafority Users

Because the expert tools described in previous subsection
fully depends on the hardwars specification of the target hapiic
devices, a separate tool with different interface needs 10 be
developed for cach torpet device. However, a further
aliernative tool retgining the both novice and expert tools’
advantages is reguired for majorcity ICT users, In other words,
an “eclectic™ tool enabling more direct adjustment of the
device parameters than the novice ool as well as hiding the
internal stnectures of the devices is o mandatory requirement,

We developed a tool as shown in Figure 7 to satisfy with
the above mentioned requirement. The tool consists of two
parts, the parameter sefection field (PSF) as shown on the nght
side of the figure and the seosation verification ficld (SVF) on
the left. A 2D map in the PSF rclates a combinetion of the
haptic parameters to 2 coordinate point. If the users select a
spacific point on the map, the comesponding parameter values
are =et in 8 30 object placed in the SVF. Then, they check the
selecied sensation by touching the object via the haptic devices.
The users iterate the “sclection-verification™ task until they get
A Trget sensation.

Figure B illustrate the schematic description on how o
select the target sensation by using the 21 map in the PSF, The
verlical and borizostal axes of the map have one-fo-one
relation with 2 specific haptic attribuie. In the case of the map
shown i Figure B{a), the vertical and hornzonial axes represent
the roughness of the object surface and the objects stiffness,
respectively. The users can define the axis-atiribute mapping,
As shown in Figure B(b), the users <lick a point on the map to
soloct @ specific parameter set. Mext, the haplic sensation
carresponding to the selected point, a “soft with rough surface”
sensation, is assigned fo the 30 mode] in the SVF as shown
Figure 8{c). Then, the users venfy the sensation via the haphc
device ond continue the fine tuning task by itcrating the
“selection-venfication”™ procedure undil they find the tarpet
sensation. Figure B{d) shows an example case that a diffesent
sensation, @ “hard with smooth surfice’” sensation, is selected.
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The 2D map-bazed selection interface was desymed with
the independence between the device specificotions and the
method of haptic parameter design. For example, the map
imterface shown in Figure B 15 defined for the PHANTOM
device. The vertical axis {roughness) lingarly maps the iactile
texture and friction parameters and the horizontal axis
(stiffness) controls the object stiffness parameters. Accordingly,
the users con easily explore the combinations of multiple
haptic paremeters by sclecting coordinate peinis on the map. In
the case of the ToochScreen device, the users nesed (0 map
different vibration atiributes onto the vertical and homzontal
axes, Then, they can usc the tool for designing the haptic
sensations for the TouchScreen device with the identical
pperations as described in Figure 8,

B Evaluerion of Belectic Tool

We conducted o preliminary evaluation for verfying the
effectiveness of the proposed eclectic tool as described in
previous subsection, The PHANTOM devices were used as a
terpet haptic device for designing some haplic sensaions, We
employed ten subjects who are all C8 major students with age
22 - 24 bracket, They hove some O andfor Java pmgmrmmg
experiences but no haptic device usage and its programming
experiences. We prepared four different samples for designing
tasks as shown in Figure 9. Firstly, we asked the subjects to
touch a real sample by the PHANTOM device, Then, we asked
the subjecis for desipning the haptic sensation presenting the
gimilar fecling when they towched the sample. All subjects
designed four parameter scts commesponding to the samples.

Figure 10 shows the results of paramefer sets created for
{he sample a (sponge} and the sample ¢ (smooth wood). Each
small circle {red is for the sponge and blue is for the smoath
woad) plotied on the PSF map presents a sclected parameter
gzt for o specific haptic sensation. The results of the sample ¢

comverge on the first quadrant representing a “hard-smooth™

m—

(&} A apsege s an example of “sof-ough" ahjeat,

[k ﬁ'inh[nk ol alimeniary yam paste a5 an example of “sof-smoall™
abiject,

(&) A sghintir of wood with smoooth surfas: = an exampls of "hand-
smoolh”™ phject. and

{d) A splinter of weisd wilh rough surfoce &s an example of “hand-
kg™ ohjeel

Fige 9. Somples used [n the experiement,

. Parnmeder sefs created o . Parameser s¢ts created for
Pai for sample a [sponge) ) sample ¢ (emooth woed)

Figure I0. Crosted parameter sets bor sampde o and c.

arca on the map. The resulis of the sample & contrarily dizperse
on multiple quadronts excluding the “soft-rough” area {third
quadrant); therefore, designing the sponge-like sensotion &
considered to be a difficult task. The PHANTOM device
presents the roughness of the 3D object by adding a micro-
geometrical strocture called the baptic texture ondo the ohject
surface and a friction effect [9] It represents the object
softness g5 a reaction force ioversely proportional to the shject
stiffness. Because the reaction force becomes a small one in
the case of the sofi object, the shepe of the microscopic
siruchure and the friction effect on the object surface are
difficult to detect. Many subjects pomted ot that the sponge
wis the most difficult one for exploring an appropriaie
porameter. el We  concluded that some  parameles
combinations need to carefully be treated and further :nh:tn:ﬂd
function of the map-based interface for additional tuning is

reguired,

IV, APPLICATIONS SCENARID

A big facter preventing the populanzation of the haptic
technology is that practical haptic applications are not clearly
defined. Human touch sensation (somaofic sensation) has a
wider dynamic range and less findings in psychology and
cognitive science than other sensations, Most rescarch project
focuscs on new device innovations., The promotion of the
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haptic technology utilization, however, needs an scenario for
defining application level research issues and their potential
applications. Accordingly, we are confinuing our haptic
research with the applicotion development scenario as shown
in Figure 11. The following prototype systems are planned or
currently under developmenl.

(1} In disaster prevention applications, whenm users are
obgerving  constantly varying disaster information, the
hapéic sensation enables the users to Instanianeonsly
detecting minute  changes owver the vision-only
presentation approach, We are developing a protofype
system s shown on the lefi side of Figure 11,

{2} In electronic map systems, the haptic sensation helps the
uzers for grasping 2D mformation in three dimensions,

(3} In assistive technology applications, the haptic modality
complements and improves the visusl and suditory serses
of the clderly and physically-disabled persons.

(4} In heritage applications, touching real exhibitz and
traditional arts is strictly prohibited. The haptic interface
allowe the users fo touch and elaborate cultural assets and
the technigues of mastery. We are developing 2 virtual
callipraphy system for leaming professional writer's
gkillz as shown on the right 2ide of Figure 11 [13].

V. COMCLUSIONS

We proposed 2 technical framework for effectively sharing
different types of haptic devices and easily designing touch-
based interfaces targeted af using n vanoeus applications, We
glso showed the three types of design tools aimed at different
uscr levels from novices 10 experts. The tools are designed
based on the framewerk and implemented for vwo different
types of haptic devices, PHANTOM and TouchScreen, A ool
aimed ai supporing majorily ICT users is a special feature m
our mesearch project We condocted some experiments 1o
verify the effectivencas of the proposed framework and design
support fools. Becouse we ame also working on developing
some practicnl application systems, we would also like to
conduct more evaluation experiments for using the developed
tools in the application systems in the near future,
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Study for Development of Web Check System

Min Kyoungsik (KISA)
Kyoungsik@kisa.or.kr

. INTRGDUCT ION

Korea is ready to take a step to an Intelligence Information Society as it is proud of being a nation with the
world-best Internet infrastructure.

The supply rate of Internet has already reached over 80% and the number of subscribers to the super-high
speed Internet is fifteen million (95% of the number of total houses) in Korea.

Now, since the use of Internet banking service has kept increasing, the Internet bank frauds such as a
stealing credit card number or banking account often occur. The representative example of that is that
‘www.auction.co.kr’ was attacked by Chinese hackers in 2008 and it ended up with the drain of millions of
personal information, which sufficed to shock Internet users in Korea.

Previously, the purpose of hacking was showing off hacking skills, however, it has turn to monetary reasons
now, which means an establishment of proper measures for that matter is urgently called for to prevent the
foresecable bigger damage. Now it turns out that Internet users need an immediate protection from the
possibility of being infected by malicious code.

So Internet users require a Web security-level identification system with the function to detect malicious
code while raising the recognition of internet users about Internet security. It finally has lead to the advent of
"Web Check" based on a database combined with Website White List (WWL) and Website Black List (WBL).

1.  CHECK SYSTEM

The Web Check system with database of the URL and IP of reliable websites is designed to inform the
under-privileged Internet users in hacking threats of security-level of the website they access. This system is
distributed as the Web Toolbar and followings are reasons. First, the system can be easily embedded into an
Internet Web Browser, which let users not go to all the trouble to install extra programs while allowing easy
distribution. In the near future, this system would be able to go across nation by transplanting itself into
commercial Internet Toolbars such as 'AlToolbar' and NaverToolbar. Accordingly, it can be used as an
efficient tool for quick downloading of the vaccine patch against computer virus or Internet worm, in addition
to resolving the issues about computer-security to users.

The following figure is showing how Internet users are notified of the security status of website through the
Toolbar. When users access a website, the color of the siren icon placed in the left of the toolbar changes

depending on the web security-level and a description square box offers detailed explanation.
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[Figure 1] Webh Check System
The following figure is displaying the extra functions and the configuration of the Web Check. With the
configuration menu, users are able to control the options of the duration of indication of website address. The
website security-level identification request will be dealt with in the section of the data collection process.
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[Figure 2] Web Check System: data collection Process

|11. WEB CHECK COLOR DISPLAY POLICIES

This chapter introduces the color display policies of the system. Since various kinds of exceptions exist, this
system has systematic algorithms in offering security status to Internet users. Once a user accesses wehsite,
the sysiem scarches all the security-level information of website in the Weab Check DB; the information should



be in the DB for searching job on the website to be successfully finished. Then, the system starts checking
whether it is infected by malicious code, handling personal information and retaining security servers by stages
and the authenticity of Internet banking websites to decide if it is related to finance. Users are given the detail

explanations on web security status on the square box with the color of the siren icon in the Toolbar. The kinds

of colors are a green, yellow, red and white.
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[Figure 3] Web Check Color Display Policies

Green - If green appears, that means a website is equipped with security server without any dangers of being
infected by malicious code and there is no possibility of being phishing website. Yellow - If yellow, this refers
a security server has not been settled or been infected by malicious code. Red - If it is red, that means it is

probably a phishing website. White - It means no risk of infection but unidentified one.

IV.  WEB CHECK DATABASE

Most Web security-level identification systems use Website Black List (WBL) DB with the list of current
phishing and malicious websites. Even though this provides users with the secured way of blocking
well-known phishing and malicious websites, it still has numbers of weaknesses. First, the verification on the
website security-level is impossible unless the website information is already saved in the DB. In addition, the
life cycle of the information is too short to fill the role of the website security-level identification system. That
is the reason why the concept of Website White List (WWL) has appeared.

The DB includes the list of reliable websites and gives high authenticity to Internet users. Now, the Web
Check system has maximized its efficiency by using a database combined with the Website White List (WWL)
and Website Black List (WBL). It offers the list of existing malicious and reliable websites at the same time.
The following table describes the current structure of the Web Check DB.



[TABLE 1] Web Check DB.

Data source and
Types
result

Websites with  Security

KISA, [21,000]
server

Websites dealing  with|/Automatic =~ Checking

Personal information SW {25,000]

Websites with P3P KAIT[163]

Websites with ePRIVACY
KAIT [163]
mark

Phishing Websites FSA [20]}

Websites  infected by|KISA, MC  Finder

Malicious code detection [2,000]

Finance-related Websites [FSA [1,033]

V. DATA COLLECTION PROGESS

The one of the defects for Web Check is that it is impossible in verifying the security level of unidentified
websites. So the performance of this system considerably differs according to the volume of the DB. It
suggests the need for the DB to be constantly updated by Korea Information Security Agency and other
associated public organizations. The update has been made every week or month. The Web Check offers the
function of website security-level identification request located on the right of the Toolbar. It allows Internet
users to make a request to the KISA for the confirmation of the security-level of unidentified websites. The
results of well-handled request are designed to be added in the Service DB.
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[Figure 4] Data Collection Process

VI.  SYSTEM CONSTITUTION

This chapter introduces the composition of the system servers and the role of equipments.

-L4: Layer 4 Switch with Load Balancing function.

-FW: Firewall placed in between each L4 for decentralizing input and output

-App Srv: Server applications that communicate with client computers

- Web / App Srv: These servers include a website for administrator and have functions of
Distributing Toolbar and collecting the list of phishing and malicious websites.

- DB/ Update: To examine DB data at ordinary times and judge the authenticity of IP and URL.

[Figure 5] System Servers Composition

VII. THE STRESS TEST AND ANALYSIS

In order for the clear result of the system performance, the L4 and firewall are set as Bypass and each of



test clients sends and receives Packet m UDP after making the SSL connection. The test environment
organized like the following figure,
There were three stress test clients A, B, C. B locaied in ISP network has one hundred test programs

sending fifty packets per second. The fifty programs are set up om A-test client in KISA network and C in
Local network has two hundreds.

is

[Figure 6] Test Environment

The stress test showed average eighteen thousand receipt and transmission rate of packet per second o the
server with 15-25% of CPU usage and 28-31Mbps of network usage.

[TABLE 2] Test Result
ANErage
. Thia tast ' Network
Packets CFuU
time ! usage
I usage.
18,000 o5 15~ 25% | 30~33Mbps




[TABLE 3] Test Result of Measuring Communication Protocol.

natwork

The response time to
request packet in Local 16ms

network

The response time o

request packet in KISA 230ms
network

The rasponse time to
request packet in ISP 150ms

nebwork

The response tme to

raquest packet in Local Dms




Since the system has three servers and their capacity is still used only one third, the server still has room to
accommodate more packets up to forty-five hundred thousand.
According to the data, it seems reasonable to suppose that the number of concurrent connected users can

reach one million, assuming that a user stays a webpage for ten second before moving to other page. The

followings are test result of measuring communication protocol.

VIII1. NEXT PROJECT ON THE WEB CHECK SYSTEM

Next project is scheduled to carry out after the first project has finished. As the representative job for the
project, the improvement work on the data collection process would be made first.

Now, much of the DB update work is still done in the old-fashioned way, by hand. So it is necessary to make

real-time and periodical renewal and maintenance realized while improving the quality of data by applying an

automatic collection tool to the process.
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[Figure 8] Improved Data Collection System



As a second job, security and compatibility will be enhanced. The extra firewall and servers will be added

and communication protocol will be switched from UDP to TCP expecting the system to access some servers

that block UDP port.

A

[Figure 10] Current Communication Protocol

Lastly, a website for system users will be established where users can enroll and search suspected websites

on malicious code and view the information on phishing and malicious websites.
IX.  CONCLUSION

In this paper, the composition, functions and test result of the Web Check have been discussed. From now
on, a variety of benefits can be expected from the system. First, it will provide Internet users with basic
knowledge on web security and objective tool which allow users to confirm web security level. In addition, it
can be put to a countermeasure for Internet Explorer 7 issue displaying the major websites in Korea as
unreliable.

(Only website loaded with EV  SSL are recognized to be trusted.)
Secondly, securing a direct communication channel with Internet users is feasible through this system. So by
furnishing users with vaccine patch or information on computer virus or illegal hacking, it is able to prevent

additional damage ordinary users might cause.
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Abstract— Terminal equipment like personal computers (PCs)
and mobile phones are mainstream devices in the Information
Society. Most means for stimulating active communications
depend on visual information. To classify human sensations, the
phrase of "five senses” consisting of vision, hearing, touch, taste,
and smell, has been used from olden days. This classification is
triggered by the ancient Greeks. However, there are at least nine
types or over twenty types of human sensory channels if the
classification is considered from a practical standpoint. In the
case of touch sensation, it tells the brain not only simple skin
sensations, pain, and temperature, but also a variety of
sensations such as pressure and vibration. As you can easily
experience when you browse web pages on the Internet, the
current web technology enables the visualization of their
contents, it does not provide any means to convey other sensory
information. Consequently, we focus on the tactile information
as a way for enabling multisensory communication and we are
conducting a research project for designing and developing a
“haptization” based communication framework and its
application systems. It is not just a vision targeted at people with
disabilities, and we would like to eye pregnant, elderly, and the
weak in information technology who called “digital divide”. Such
people ordinarily have difficulties for obtaining information as
various reasons. We report our past activities and a
questionnaire survey for exploring problems such as what is the
impact of haptization to use as a communication mean, and what
are technical issues for implementing a good solution.

Keywords- disabled people; haptization; digital divide; the weak
in information technology; information accesibility

I. INTRODUCTION

Information terminal equipments in the current society
have been developed and used for healthy people.
Homogeneous and uniform industrial products, however, do
not match individual expectations from end users’ viewpoint.
As this is true even for the healthy people, it goes without
saying that the issue is suicidal for disabled persons who
occupy about 5 percent population in Japan. Additionally,
unprecedented super-aged society that about 23 percent of the
elderly constitutes a major portion is coming in Japan.
Designing and implementing information access methods that
allow the weak to easily acquire a wide variety of information
is expected to become a next big challenge. The weak

This work was supported in part by Ministry of Intemal Affairs and
Communications (MIC) in Japan, Strategic Information and Communications
R&D Promotion Programme (SCOPE) No.092310005.

including not only the disabled persons but also the users in
various layers are struggling with PCs and mobile phones for
exploring important information.

We have been conducting various activities for promoting
informatization usable by the weak. These activities include
launching communities and organizations for improving
information literacy, and introducing welfare information
services based assistive computer technology. We are also
working on the training of teachers who lead novices to
common Internet users and designing the manner of utilization
for assistive software such as screen reader. In 2003, we
started a social action program funded by Microsoft
Corporation called the UP (Unlimited Potential) program [1] in
our local region. The purpose of the project is to educate the
weak in information technology. This five-year program
triggered the spontaneous formation of some groups operated
by the elderly, disabled persons, and mothers of small children
Three NPOs (nonprofit organization) are formed including the
NPO Disabilities UP Oita Project, the NPO Oita Senior Net,
and the NPO Power Wave Hiji. They have been working on
the promotion of information technology in each field. These
activities thereby contribute to enrich life, retirement, and
work at home for the weak in the local region.

II. OPEN A WINDOW TO THE WORLD: BENEFITS OF
INFORMATIZATION

The above mentioned activities have been fostered the
people who received the benefits of informatization and
enhanced their information literacy. Their accomplishments
are really remarkable ones. Some of them expressed that the
past world seemed to be a false world and the informatization
opened a new window to the society. Figure 1 shows the web
page designed and developed by the disabled persons
belonging to the organization called Virtual Studio Oita [2]. It
gives sufficient considerations for information accessibility
and paves the way for the disabled persons to work as new
teleworkers. Figure 2 shows the artistic painting drawn by an
elderly, Ms. Shigeko Nakata [3]. She only used the Microsoft
Word for creating this wonderful drawing (No special painting
tools are used).

A group called “Child-raising Network” [4] is managing a
salon, providing training courses on computer and CAD
operations, and supporting teleworking systems such as SOHO
(small office home office) for mothers during pregnancy and
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Fegere 1, Astisile palacing dravs by Ms. Shigeko Bakata [3]

child-raizing. The worth noting is that elderly volunteers care
ihe babies and children when students (all mothers) ane taking
lectures. This kind of cooperation arisen in the activity allows
them to concentrate on the lectieres and ties human network in
the region.

These social changes enable the weak fo widen their views
and give them a chance for working in the mew ficlds.
Therefore, we conducted a survey on the wefulness of
information haptization based on the hypothesis that new
means of communication pursuing greater convenicnce and
user frcndliness are needed.

HL QUESTICHMAIRE SURVEY OF HAPTIZATION

A Exsential matter of Survey

Modem socicty depending on the Infernet cannot siop a
deluge of information. If you can reach a target web site
among a fremendows pumber of condidate papes by using a
search enging like CGoogle, and even if the found site include
important information, youd may nol possible to access such
significant information becawse of the poory organized
contents. The web scceszibility heavily depsnds om an
muthoring skill of the site creator. You may fice other

problems such as useless functions coused by immature or
awkward devices and unfriendly operational environment
without any instruction or explanation. The web sccessbility
will be increasingly important isswes,

Through this guestionnaire survey, we tned to leamn ahout
how respondents (the weak persons. who are belonging 1o &
crap of "digital divide™} feel the cument sitwafion of the
Internet and its accessibility, and what they think about the role
and potential of information haptization, We, however, include
only basic guestions in this dmal because the word
"haptization™ seems 1o be an uncommen word for the public.

B, Swurvey Conlenis and Results

Hubjects of this survey ane the members of the three NPOs
as described in Section 1. There are the WPO Diisabilities UP
Cita Project run by the disabled persons, the NPO Oita Senior
Met ran by the elderly, and the WO Power Wave Hiji un by
mothers of small chibdren, Most of them are rather active users
of the Infernet. We senf the guestionnaire to  dhese
organizations and received 39 responses.

The contents of the questionnaire and their resulis are 25
folbows:

a. Age: Figure 3 shows the age distribution of the subjects.
b, Gendpr: Male is 12 percent and female is 78 percent

¢, Rexience ares; Figure & shows the distritution of the
subjecis’ reswdence area, 71 percent of them are living m
Chita gy, the capital city i Ona prefecturs. Femains are
dispersed in even cities in the prefecture.

d. [T equipment in-use (multiple answers allowed): Figure 5
shows the types of IT cquipment wsed by the subjects on a

daily bagis. The top three devices are PCs, mobile phones,
and digital cameras,

e Type aof Intermet line jm-use (multiple answers allowed):
Figure & shows the fypes of Intermet lines used by the
subjects. The top three types are optical fiber lines, CATV
lines, and ADSL lines.

£ Type of imdoor line in-use [multiple answers allowed):
Figure 7 shows the types of indoor lines used by the
subjects. Most subjects use Ethernet lines or wireless lines,

g [Interner applications t-use (multiple answers allowed):
Figure 8§ shows the mumber of Intemet applications used by
the subjects. Mail is the clear winner, Online shopping and
blog are the next class applicatians.

k. Type of inconvenionce in wsng IT squipment (multiple
answers allowed): Figure 9 shows the types of objects and
enfities the subjects feel inconvenient when they use IT
equipment, Flawed manual and complexity coused in
misliz-functional usage are the fop fwo reasons,

f. Type of irconvenience in using application seftware
(mltipke answers allowed)y: Figure 10 shows the types of
operations or endities the subjects feel incomvenient when
they use application software, Flawed manual again is the
mast visihle source. Other factors are [aboriousness in
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following  operational  mules  and  vexabiousness o
performing software version up.

Mew modality other than gudio-viswal interface wsed in the
Intermet: This itefn inguires the subjects abowt “Can youo
imagine o new modality other than fmditional audio=visaal
interfacs used in the Inferoet?” As shown in Figuee 11,
only 20 percent of the subjects answered yes.
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Figure . Type of incosvenience im using IT equipment (multiple
answers allowed].

. Praspectie mpdality other than vizual interfuce wed In the

Intgrnet (multiple answers allowed): This item inguires the
subjects aboul “Please select prospective sensory channels
i be wwable on the Internet as much as you think.” As
shown in Figuse 12, hearing is the top and haptic (toach
sensation) is the pext-best choice.

L Usability in sltimodal interface; This item inguires the

subjects about “Can you feel user-friendliness if you can
g2 more sepsory channels such as touch sensation in
addition e the visual feodback™ As shown in Figure 13,
3l percent of the subjects answered yes and 38 percent
answered no preference.
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mt. Applicallon  software  leveraged by hapiic  wodolify
(multiple answers allowed): This item inquires the subjects Figmr 13- Phome i of T Jedezmet.
ghout “What are prospective npplications leveraged by
haptic interface™ As shown in Figare 14, ooline shopping
and electronic voting systems are selected a8 mos! probable

A service for disclosing more detnil mformation of the

applications. Traffic mformation system is the next choice, Iocal government is desired.

. Bewafite of the Imiermer: This item inquires the subjects - A service for autematically showing the live information
about “Do you enjov the bepefits of using the Intemet in about local region on the deskiop streen is expected,
your daily life?” As shown in Figure 15, £0 percent of the - I want o cheaper and casier-to-use sudio input function
subjects answared yes,

o - Please attach an casy-to-understand document.

0. Improvemtents of the curvent Infernel services; This item :
inquires the subjects sbout “What are your requiremenis fo - Please avoid any dissbled connection states when using
improve the cumenl Infemmet services?® The following the Internet.
epinions are disclosed: - A service to politely guide how fo use the Imtemct is

- A voice service for telling me my ioday's schedule in the desired.
marming 15 prefemed,



An easy-to-use and safe online shopping service is
preferred, because I am scared to use the current service.

- A thorough filtering service is preferred.

- A service for prohibiting connects to dark websites is
desired.

- Ineed to improve my skill for using the Internet.

- More easy-to-understand system messages are desired,
because many notes, warnings, and news are written with
technical terms and very difficult to understand.

- A service to use PCs and the Internet like public
telephones in the town is useful.

- A service for preserving from crime and trouble is
desired to get a convenient and safe usage environment.

- A TV Internet service easily manageable by a simple
zapper is preferred.

- I am conscious of the increasing risks associated with
increasing serviceability and functionality of the Internet.

- A Braille display for stereoscopically showing the whole
screen is desired.

- Functions for automatically switching the Internet access
method (connection optimization), appropriate filtering,
and connecting to appliances are desired.

C. Discussions

We expected that the subjects (the weak persons) claim
inconvenience in using hardware devices and software
applications and such problems are depend on functionality of
the devices and poor interface of the applications. We,
however, found that the device functionality and application
interface are considerably well designed and accepted by the
subjects. We learned from the results of the questionnaire that
the subjects’ frustrations over the Internet operations are
caused by poor documentation and insufficient explanation of
the devices and applications they are using. System response
also is an important factor for satisfying the users.

As mentioned in Question j and Figure 11 in Section 3.B,
imaging a new communication modality other than traditional
audio-visual interface is very difficult for many subjects. The
result met our expectation. As regards the potential ability of
the haptic modality (touch-based communication), we found a
positive result. As described in Question / and Figure 13 in
Section 3.B, about 31 percent subjects answered that they feel
the touch sensation will improve the user-friendliness in the
Internet usage. If we add the subjects who answered “no
preference (may become supporters in the future)”, the number
becomes about 69 percent. This suggests that well designed
haptic interface may become a principal modality for
supporting wide variety of users including the weak persons.

As described in Question m and Figure 14 in Section 3.B,
many subjects expect the haptic interface to be used in
practical applications such as online shopping, electronic
voting, and street guidance rather than recreational use like
electronic museum guidance. As shown in Question # and

Figure 15, most subjects feel that using the Internet is
beneficial to their good life; on the other hand, many of them
feel that their technical skills are not enough to fully enjoy the
potential ability of the Internet. The results of Question o
suggest that many subjects want practical problem-solving
solutions for currently available services rather than futuristic
solutions or new technologies.

IV. CONCLUSIONS

In this paper, we reported a questionnaire survey conducted
for exploring problems the Internet users are facing. We
especially focus on people who are belonging to a crop of
“digital divide” such as people with disabilities, the elderly,
and pregnant as the subjects of the survey. We also eye on the
haptic technology (touch-based communication modality) and
asked subjects some questions on the technology such as what
is a potential impact of the haptic modality on their usage, and
which services can receive the benefits of the touch-based
interactions. Although the survey still is a preliminary trial, the
results seem promising. Because we are also working on
developing some practical application systems with haptic
interface, we would like to conduct more elaborative survey
focusing more on the haptic technology in the near future.
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