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ClimbMAX International Ltd : Paul Jensen
0 PINO & CO : Norio Matsuki (Senior Consultant)
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1. Momoko Sakaguchi, Eiji Aoki, "Study on the Comparison of Consumer Impression of E-commerce and Real
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1. Overview: Changes in the ICT Paradigm

Changes in the ICT Paradigm )(KISI\

= The social change caused by COVID-19 has increased the dependence of
citizens on digital devices further and accelerated the related technical advance

and technical spreads

= To overcome the limitation of face—to—face activities, we have entered the era of

forced untact and digital transformation throughout all economic and social fields

% Since the COVID-19 outbreak, respondents said the increase in Internet use and frequency (63.1%), and
answered digital devices have become essential tools of our daily life due to COVID-19 (75.1%) (KISA
survey in 2021)




Changes in the ICT Paradigm X KISA

* The demand for non—-face—to—face and

Technological
. . changes due
non-contact increases rapidly, ICT Technological “CoviD1y

change

Previously
expected
technological
changes

technologies such as Al, cloud,
network(5G&6G), etc., and ‘ICT -
convergence technologies’ such as
blockchain, metaverse and digital twin
have quickly advanced
Time
Changes in the ICT Paradigm 2 KISA
* The fast digital transformation has caused concern and anxiety such as security
vulnerabilities in the online environment, installation of malicious codes, leakage
of personal information and infringement of privacy, resulting in increased
security demands
% The highest concern of citizens was vulnerability in the online environment (73.0%), followed by false
news and information in SNSs (71.3%), non—face—to—face trust (64.1%), and personal information—related
concern (63.7%) (KISA survey results in 2021)
[ 6 |




2. Virtual Convergence World
| Made of Metaverse and Al

Virtual Convergence World Made of Metaverse and Al )( KISA

* The metaverse is expanding from culture and communication to the economic
and social fields

- Metaverse refers to a virtual world that transcends reality, and is a compound world of ‘meta’,
meaning virtual or transcendence and ‘universe’, meaning the real world

- The metaverse is built and utilized through augmented reality (AR), virtual reality (VR),
extended reality (XR), etc.

- Itis used as a communication place for gaming and forming a social relationship (SNSs) in a

virtual world” or “digital space” using various ITs such as loT, Al, digitized technologies, and cloud
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X KISA
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Virtual Convergence World Made of Metaverse and Al X KISA

» The metaverse technology is evolving into a “metaverse environment” as it is

converged with information from the real world and data science technology

— The metaverse and digital twins had different starting point and goals

- However, the metaverse has reflected the virtual-world technology and information of the real
world and has been combined with data science such as Al deep learning and big data analysis

- Thereby converging with digital twins where the reality is transferred to grow as metaverse

environment

Convergence of the Metaverse and Digital Twins X KISA

Metaverse Environment

__________________________________________________________________________

Metaverse
(Based on
the virtual world)

Digital Twins
[Based on
the real world)

N = e

__________________________________________________________________________
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Metaverse Metaverse
Culture and art Production
Metaverse Metaverse
Education ® office
Metaverse Metaverse
Medical Government

Virtual Convergence World Made of Metaverse and Al

= Al technology has entered the mature stage gradually and applied to various

industries in earnest
= At the same time, new technologies have emerged and other technical

experiments of Al have also been continuously ongoing

- Gartner forecasts technologies such as Al cloud service, deep learning, machine

learning, and computer vision will be commercialized within 2 ~ 5 years

- The “Al-centric society” is expected to arrive in the future as digitization has spread throughout

politic, economy, and society

X KISA
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_ 3. Security Issues and Threats of Metaverse




Security Issues and Threats of Metaverse X KISA

= Security threats of metaverse are expected to increase in the future than in the

present

- (Supplier's viewpoint) Security threats targeting systems of services and platforms in the
metaverse will increase in the future compared to the present, and threats targeting personal
information and contents will continuously occur

- (User's viewpoint) Security threats are expected to increase further such as service use-related
threats, leak of personal information, and privacy invasion, taking advantage of device

vulnerability in AR and VR, etc. in the process of using services

Risk Level of the Metaverse in the Present and 2 KISA
Reference 6 1 NI=7\
Future and Response Readiness

Present Risk Level  Future Risk Level Response Readiness

System 3.18 3.92 2.59
Device/Infrastructure 3.34 3.80 2.89
Data 3.39 4.09 2.72
Network 3.13 3.47 3.35
Service Use 3.32 3.93 2.73

% Survey results of 60 information security experts by the KISA




Security Threats of the Metaverse X KISA

Korea Internet & Security Agency
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Security Issues and Threats of Metaverse X KISA
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» Metaverse related cybercrimes and hacking incidents are on the rise

Category Case Main contents

Roblox » The access right to the backend server customer support panel in Roblox has been hacked
Leakage of Personal | - As a result, user's email address and password changes and monetary losses through item
Information sales have occurred (May 2020)

Hacking
Patch of Security
Vulnerability in
Steam VR games

Vulnerability in Steam VR games (VRChat, High Fidelity) where a hacker can remotely control
user PC, web cam, microphone, and VR devices, thereby applying a urgent patch (May 2019)

Naver + Grooming crime targeting female minors in the metaverse platform “ZEPETO” (Crimes of
ZEPETO child and adolescent sexual exploitation (Jan. 2022)
Cyber
Crimes
Horizon World A female user's avatar was surrounded by three to four male avatars, becoming a victim of

sexual assault and sexual harassment (May 2019)




4. Security Issues and Threats of Al

n Security Issues and Threats of Al X KISA

= Al security threats occur throughout the whole lifecycle in various forms from the
data collection stage that occurs in user’s product and service to stages of data
learning and service supply to users
— (Collection stage) Security threats such as network hacking, personal and location information
theft, data forgery and tampering, and malicious code infection occur in the data collection

process, which is a large scale from products and services including autonomous vehicles,

mobile devices, loT, etc.




n Security Issues and Threats of Al 2 KISA

mmmmmmm et & Security Agency

- (Learning stage) Security threats such as Al model attacks including cache pollution and
backdoor attacks and hardware and software vulnerability attacks occur in the learning stage of
Al through algorithms after preprocessing data collected from products and services

- (Storage stage) Security threats such as data forgery and tampering, ransomware, and malicious
code in a database that stores collected data for Al learning and data stored after Al learning to
provide Al products and services

- (Use stage) Threats to user's lives, privacy infringement, and paralysis of smart city and factory
systems occur due to device malfunction in the stage where Al products and services are

provided and used for end-users

Security Threats of the Al X KISA
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Case of Privacy Infringement Accidents in Al

Products and Service

Category

Case

Service
Accidents

Privacy

Full self-driving mode (beta version) of Tesla 2021 “Model Y”, crashed with a
street tree and exploded, and a driver was killed in Florida USA (Sep. 2021)

Al doctor Watson may have medical accidents in future and lives and health of
patients will be threatened

% Al-based medical services are currently under discussion, which are likely to have medical
accidents in future

Amazon Echo recorded private conversations of a couple at home in Portland,
Oregon State in the USA and transmitted the conversations to a person in one
of the contact list (May 2018).

Infringement
Accidents

DeepFace, which is a facial recognition system created by Facebook, can find
an account of Facebook with only a photo containing a face and identify
various pieces of information including the user's name, address, and daily
living pattern

X KISA
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_ 5. Conclusion: Synchronization of Threats




n Conclusion: Synchronization of Threats )(KISI\

= The social change caused by COVID-19 has played the role of catalyst for digital
transformation

- However, the rapid digital transformation without adaptation to such rapid change also generates
not only positive functions but also negative problems

- The promising ICT technologies such as the metaverse, Al, and blockchain will play the key
driving force of changes in future society but they can also be a target of various security threats

- With the new normal untact daily life, changes in the existing security paradigm occur, which

created more security threats to individual users rather than organizations

Security Threats of Promising ICT Technologies 2 KISA
Reference 10 . NI/\
(Suppliers vs. Users/ present level)

Al
5

3.97

Digital twins

4.00

Metaverse 3.32-¢ Cloud

Blockchain Network

4.08

Big data
Suppliers -=@=User




Security Threats of Promising ICT Technologies 2 KISA
Reference 11 . N7\
(Suppliers vs. Users/ future prospect)

Digital twins

3.93
Metaverse

Blockchain Network

4.43

Big data

Suppliers «=@=User

Conclusion: Synchronization of Threats X KISA

* The development into the metaverse environment means the emerging concern
of “synchronization of threats” that threats in the virtual world may occur in the

real world at the same time

- The information in the real world (production process, transport environment, urban information,
etc.) is implemented in a virtual world through collection and analysis using Al and big data, which
forms a close relationship with the real world

- As aresult, the same security threats in the virtual world are likely to occur in the real world as well

- Human causals and property damage of users may occur through malfunction of infrastructure and
systems in industries, cities, and environments or induction of facility destruction actions and data
manipulation, which can also be extended to a national crisis



Risk Factors in the Metaverse Environment XKISA
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